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Configuring a New GO!NotifyLink 
Enterprise Server 

 

This section directs you in system setup procedures after a new installation of the GO!NotifyLink Enterprise 
Server (GO!NLES).  Once the GO!NotifyLink components and any available patches have been installed on 
your server(s) you will want to access the Administrative Web to begin configuring the GO!NotifyLink 
Enterprise Server.  

 

The following is a list of topics outlining the steps to configure GO!NLES after a new installation and links 
to where you can find information on those steps.   

 

Your Configuration Checklist:  What to Do to Get Up and Running 

These tasks are listed in the order in which they should be performed. 

 Change the Administrative Web login password.  Link here for instructions on how to change the 
default Administrative Login password to something unique for your organization. 

 Add New Licenses.  Link here for instructions on entering product keys for the various types of user 
seats on the GO!NotifyLink Enterprise Server. 

 Add the Mail Server.  Link here for information on how to add and configure the server(s) that 
GO!NLES will access for email retrieval. 

 Add the PIM Server.  Link here for information on how to add and configure the server(s) that 
GO!NLES will access for PIM retrieval. 

 Add the LDAP Server.  Link here for information on how to add and configure the server(s) that 
GO!NLES will access for remote lookup of company directories. 

 Define Administration Logins.  (Optional)  Link here for instructions on how you can assign varying 
levels of system access to administrative logins.  Enables you to map organizational roles with levels 
of system security. 

 Set Server IT Policy Rules and Device IT Policy Rules.  Link here for instructions on how to set 
permissions and default formats for user accounts and devices.  You will want to define policy rules 
before you start adding user accounts so that they are configured properly as you add them.   

 Define User Classes.  (Optional, but you might want to do it before adding users, so that you can 
categorize users as you add them.)  Link here for instructions on how to set up user classes that give 
you the ability to categorize users into groups.  User classes can give you quick access to groups of 
users for organization purposes or for performing group-level actions. 

 Add New Users.  Link here for information on how to add and define user accounts on the server. 

 Initialize User Accounts.  Link here for details concerning initializing user accounts if you are 
processing mail or PIM from GroupWise, or MDaemon systems.   End users will need to initialize their 
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accounts by logging in to their collaboration suite account once before attempting to use 
GO!NotifyLink.  See Add New Users: Initializing User Accounts for more information. 

 Install Device Client Software.  Link here for device client installers.  Refer to the device user guides 
for instructions on how to install each type of device.  

 Messaging Settings.  Set email and PIM polling intervals and time zone of the server on which the 
GO!NLES Messaging Component resides. 

 Registration Server Settings.  Define whether SSL encryption will be used for connections to the 
registration server. 

 

  

http://gonotifylink.globoplc.com/ota.asp
http://gonotifylink.globoplc.com/deviceclients.asp
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Accessing the Administrative 
Web 

How to Access the GO!NotifyLink Administrative Web 

You will need a compatible web browser to access the Administrative Web.  Microsoft Internet Explorer 7 or 8 
or Firefox 3.5 or 4 will work. JavaScript is required. 

Access the Web 

In your web browser, enter the server address of the web server running the Http/Web component of 
GO!NotifyLink followed by “/admin/” 

Login  

In both the Username and Password fields of the Login screen, enter “admin”.  Change the password 
once you have initially accessed the Administrative Web.  Select Server Administration > 
Administrative Logins. 

 

 

The Home Page of the GO!NotifyLink Administrative Web Console 
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Where to find information About the Administrative Web console: 

 

Administrative Web Find it in this document under: 

Server Administration Server Administration 

IT Policy Management Managing IT Policies 

User Administration Managing User Accounts and Managing Devices 

Notify All Users Notify All Users 

Licenses Manager The Licenses Manager 

Device Management Managing Devices 

System Monitoring System Monitoring 
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The License Manager 

The License Manager gives you the ability to: 

 Add product licenses for the various types of user seats on the GO!NotifyLink Enterprise Server 
(GO!NLES) 

 View license detail screens 

 Update changes to a license 

 Remove old licenses from the server 

 

License registrations are maintained on a remote registration server.  Your GO!NLES Web component uses 
the GO!NotifyLink ValidateLeaseService to check the validity of licenses once every 24 hours. 

License types are defined by the collaboration suite, service program, and device platforms they support.  The 
License Details screen, allows you to view the features and devices associated with the license along with a 
list of users who occupy the seats of the license.    

The License Manager’s main screen lists the current licenses on your server and the number of unused seats 
remaining for each license (the number in parentheses at the end of the license). 

 

Location:  Select Licenses Manager from the Administrative Web console home page 
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Adding New Licenses 
 

To obtain new licenses, contact a Globo Mobile Technologies Sales Representative.   

 

To Add a License  

1. Select License Manager > Add New License 

2. Enter the license key obtained from your Globo Sales Representative. 

3. Click on the Add Key button.   

Note:  The Monitor Service checks for new licenses every 60 seconds.  When new licenses are 
found, the GO!NotifyLink ValidateLeaseService is automatically restarted, making the license 
available for use.   

TIP:  If you receive an error message “Could not validate key,” refresh your browser and see if the problem 
corrects itself. This error means that the License Manager web page was not able to access the current 
number of available seats on your licenses. Refreshing your browser may correct this issue. 
 

 

 
 

 

Updating Licenses / Viewing License Details 
 

Updating Licenses 

Changes to your GO!NotifyLink licenses, such as the addition of user seats, are made on the registration 
server and are performed by Globo Mobile Technologies personnel.  Once changes are made you must 
update the licenses.  This synchronizes your license settings with the changes on the registration server and 
updates your local database with the information. 

Update Licenses when:  

 There is an addition of newly supported devices or services. 

 After you have performed an upgrade on the GO!NotifyLink server. 

 

1. From the License Manager screen, highlight the license you wish to update and click the License 
Details button. 
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2. In the License Details screen, click the Update License button.  The update may take several 
seconds.  When it is completed, the message, License updated successfully appears at the top of the 
screen. 

 

 

 

The License Details Screen 

Use this screen to view the features and devices associated with each license.   
 

Feature Description 

License Information 

Number of license seats and seat allocations.  
Displays: 

-Total seats on this license 
-Active users on this license 
-Seats available on this license 

Current active users List of users occupying the seats of this license. 

Service Programs 
Supported 

Mobile service programs supported by this 
license. 
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Support for PIM 
Whether or not support for PIM (calendar, 
contacts, tasks) synchronization as well as email 
is available for this mobile service program. 

Commands Supported by: 
GO!NotifyLink synchronization commands 
supported by this mobile service program 

Devices Supported by: 
List of devices supported under this mobile 
service program. 

Encryption Types 
Supported by: 

AES/Triple DES.  Encryption protocol supported 
by this device type. 

 

 

Removing Licenses 
 

Remove License allows you to delete license from the server.  All users that are signed up under this license 
will be removed. 

1. From the License Manager screen, highlight the license you wish to update and click the Remove 
License button. 

2. Click Yes to confirm. 

 

PDF Reader Licensing for BlackBerry Users 
BeamReaderTM: SLG Mobile, Inc.’s native PDF reader for BlackBerry 

 

There are several advantages to obtaining BeamReader seats through Globo Mobile Technologies 
Corporation.  For end users, the advantage lies in the convenience of downloading the product via the Globo 
BlackBerry Updater already on the device.  For administrators, the advantage is in the ease of activating and 
managing licenses via the GO!NotifyLink Administrative Web.    

 

Procedure for Equipping BlackBerry Users with a BeamReader Seat 

1. Purchase the quantity of BeamReader seats needed from your Globo Mobile Technologies sales 
representative. 

2. Instruct users to download the BeamReader application via the Globo BlackBerry Updater on their 
device and register their device with the GO!NotifyLink server. 

Users may enable and use a trial version of BeamReader for a limited time until the seat is registered. 

3. Register the BeamReader seat for the user via the Edit User Device page on the GO!NotifyLink 
Enterprise Server Administrative Web console.  From the GO!NotifyLink Administrative Web, select 
User Administration > (select the user) > Edit User Device, then click the Register PDF Reader 
button. 

The Register PDF Reader button is only enabled when: 

 The device is a BlackBerry device and has been registered against the GO!NotifyLink server 
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 The device is running BlackBerry OS v4.5 or greater 

 The device is running GO!NotifyLink for BlackBerry v4.7.x or greater 

 The device is synchronizing with GO!NotifyLink Enterprise Server v4.7.x or greater 

 A license for the PDF reader application has been purchased  

 There are available seats on the license 

4. Once step 3 and 4 have been accomplished, the BeamReader license activates during the next 
connection between the device and server. 

 

 

Reassigning BeamReader Seats 

Activated BeamReader seats can be deactivated and reassigned to another user.   

A seat is deactivated when: 

 The user account to which it was registered is removed from the device or server. 

 A remote wipe removes the account from the device. 

 An administrator ‘Unregisters’ the seat from the Edit User Device page via the Administrative Web. 

o From the GO!NotifyLink Administrative Web, select User Administration > (select the user) > 
Edit User Device, then click the Unregister PDF Reader button. 

 

 

View Native PDF Reader Seats 

BeamReader license availability can be viewed from the GO!NotifyLink License Manager.   

Use this screen to view information about the Native PDF Reader (BeamReaderTM) seats purchased for use 
with BlackBerry devices.   
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BeamReader seats are assigned to users via the Edit User Device page of the GO!NotifyLink 
Administrative Web console.  See Edit User Device 

1. From the License Manager screen, highlight the BlackBerry license you wish to view and click the 
PDF Reader Seats button. 

2. View information about the BeamReader seats associated with this license. 
 

Feature Description 

License 
GO!NotifyLink BlackBerry license for which 
BeamReader seats have been purchased. 

Native PDF Reader Seats 
Remaining 

The number of BeamReader seats available for 
distribution to BlackBerry users. 

Native PDF Reader Seats In 
Use 

The number of BeamReader seats you have 
already distributed to BlackBerry users. 

Current active users 
List of BlackBerry users occupying the 
BeamReader seats associated with this license. 
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Server Administration 

In this section, you will find information on the Server Administration pages of the Administrative Web 
console.   

 

 

This section includes information on the topics listed below. 

 Server Administration Page Settings 

 Messaging Settings 

 SMTP Server Settings 

 Administrative Logins 

 Proxy Authentication (Super user Accounts) 

 Mail Server Settings 

 PIM Server Settings 

 LDAP Server Settings 

 Mobile Message Tag Settings 

 Create Global Filters 
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Server Administration Page Settings 
 

The Server Administration page holds addresses, preferences, and general settings used by the network of 
servers that comprise your GO!NotifyLink system.  Some of the information displayed on this page comes 
from what was entered in response to installation prompts.  These are addresses and protocols that need 
only be edited if changes are made to your collaboration suite environment.  Other information will be set 
according to system/user needs or preferences. 

 

To access the Server Administration page, select Server Administration from the Home 
page of the GO!NotifyLink Administrative Web Console. 

 

Server Settings 

 

Use Device-Server SSL 

SSL is one component of GO!NotifyLink’s end-to-end security layers.  Communication between the 
GO!NotifyLink HTTP/Web server and the device can be encrypted using SSL (HTTPS) to protect 
messages traveling over the Internet, thus providing a layer of security for data-in-motion.   

Check this box to enable SSL for servers that support this feature (server running the GO!NotifyLink 
Web Component must have an SSL certificate installed). 

 

Setup for Use of SSL 

1. Install an SSL certificate on your Http/Web Server.  The secure certificates below 
have been tested and confirmed to work with all supported GO!NotifyLink devices. 

 VeriSign/RSA Secure Server CA  “Secure Site” or “Secure Site Pro” 

 Thawte Server CA “SSL Web Server Certificate” 

NOTE: You are required to have a domain name when purchasing an SSL certificate 
for your website.  The domain name listed on the SSL certificate must match the 
domain name of the website you are using or the SSL handshake will fail.  GPRS and 
CDMA BlackBerry devices are using a WAP gateway – the gateway determines 
which CA’s are trusted. 

2. Enable SSL on the Http/Web Server.  You can choose to either require SSL or 
allow SSL and non-SSL traffic. 

3. Have users enable SSL on their devices, via the GO!NotifyLink Preferences > 
Account Settings. 

http://www.verisign.com/#_blank
http://www.thawte.com/#_blank
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Allow HTTPS to HTTP Redirection 

This option is disabled by default.  

Check the box to enable redirection (allowing HTTPS connections to redirect to HTTP connections) if 
you are already allowing redirection on connections: 

 to the PIM Server  

 to the GO!NotifyLink website, created by the GO!NotifyLink HTTP/Web component 

Note:  Allowing redirection means data transferred between servers is in plain text (not encrypted). 

 

ActiveSync Maximum Direct Push Timeout  

The ActiveSync Maximum Direct Push Timeout setting determines the maximum time a direct push 
connection may remain open before a device must reconnect to the server. In general a higher value 
is better for battery life, but network constraints and firewalls may require this value to be lowered.  
This setting should, therefore, be equal to or less than the shortest timeout the network allows.   

 

Server Change Email Alert  

Server changes made on a user account will generate an email alert to the user when this option is 
enabled.  Changes to a user’s mail or PIM server (a server migration) or changes to user credentials 
made from the Edit User page generate an email that informs users of the setting changes and that 
they may need to make adjustments in order to continue synchronizing. A knowledge base article 
with instructions for reloading items after a migration is referenced.  

 

Trusted Application (GroupWise users only)   

A checkbox labeled Trusted Application is displayed if GO!NotifyLink has been registered as a 
trusted application.  This allows you to toggle on and off the trusted application functionality.  See the 
Enterprise Server Installation Guide for more information on registering trusted applications. 

 

 

Authentication Password Settings 

Device Authentication is another component of GO!NotifyLink’s end-to-end security layers.   

 

 

Secure Authentication Password 

When this option is enabled, the Default Authentication Password is masked and represented by 8 
asterisks regardless of the actual password value or length.  In addition, user authentication 
passwords are not displayed in the Administrative or Client Web.   

 

http://help.notify.net/TechDocs/enterprise/Install/GO!NotifyLink%20Installation%20Guide.pdf
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Default Authentication Password 

If this box is checked, you can set a temporary default password to be assigned to every new user 
added to the system.  If left unchecked, a unique random authentication password is generated when 
each user is added, thus providing a greater level of security.  A unique authentication password 
insures that only the user can register a device against his/her GO!NotifyLink account. 

Administrator’s TIP:  If you set a temporary default authentication password here it will save you 
from having to communicate a randomly generated password to every user you add.   

After new users are added, instruct them to change the authentication password from their 
computer workstation before they register their device.  They can enter/generate their own unique 
password from the GO!NotifyLink Client Web Console and make note of it for registration.   

Should they happen to register the device using the default password, changes will have to be 
made on both the server and the device.  Direct users to the ‘Client Web Guide,’ or any of the 
device guides, for instructions on changing the authentication password. 

 

Changing an Individual User’s Authentication Password 

From the Administrative Web 

1. From the User Administration page, select a user and click the Edit User Policy button. 

2. Under the Server Rules heading, select Security Rules. 

3. Under Device Authentication Rules generate a random password or type in the new 
password.  It must be 8 characters long and can only contain the characters:  A-Z, a-z, 0-9 and 
# * ( ) - + /  ' " @ ? ! , . 
Note the change and give it to the user so that he/she can make the change on the device. 

4. Click Apply Changes.  The change can be viewed from the Edit User Device page. 

Or, before they register, users can change the Authentication Password from the Client Web 

1. Select General > Security 

2. Under Device Authentication Settings generate a random password or type in the new 
password.  It must be 8 characters long and can only contain the characters:  A-Z, a-z, 0-9 and 
# * ( ) - + /  ' " @ ? ! , . 

3. Click Apply Changes.  The change can be viewed from General > Device on the Client Web. 

If the Authentication Password is changed after registration, make sure that it matches on the 
device and the server.  Make the change on the server from the Administrative Web or Client Web as 
noted above.  On the device, change the Authentication Password from the GO!NotifyLink Preferences 
menu by selecting Security Settings > Authentication Settings.  The device will not synchronize if the 
authentication passwords do not match. 

 

Registration Server 

Check the box to enable SSL use.  If enabled a secure SSL connection is used when: 

 Validate Lease Service connects to the GO!NotifyLink registration server as licenses are 
validated. 

 Web pages connect to the registration server as licenses are added or as users are added, 
edited, or removed. 
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Windows NT Authentication Credentials 

During installation of the GO!NotifyLink Http/Web component, you are prompted for these credentials 
(username and password) for an account that has administrative rights to Windows NT.  They display here.  
You would not need to change this information unless there is a change in the NT administrative username or 
password. 

 

 

Proxy Settings 

If your system is using a web proxy server, it is detected during the GO!NotifyLink Enterprise Server 
installation and you would have entered the server information at that time.  It will display here.   

If your system is not using a proxy server leave Server Name, Port, Username and Password blank.  

 

 

Messaging Settings 
The Messaging Settings are settings that pertain to or affect the message flow in the GO!NotifyLink 
Enterprise System.   

 
Location:  Select Server Administration, then click the Messaging Settings button 
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Default Check Intervals 

Email Check Interval is the frequency at which the GO!NotifyLink Messaging Component queries your 
mail server for email.  For example, if set to 5 minutes, each user’s mailbox on the Enterprise 
Server will be checked every 5 minutes for new email. 

This interval should be set according to the number of users on the Enterprise Server.  By default 
the number of mailbox threads is 5 and the gleaner interval is 3 seconds. 

The following formula will help you determine the optimum setting for your system.   

The Email Check Interval must be greater than or equal to: 

(Number of Enterprise Server Users / Number of Mailbox Threads) x (Gleaner Interval in Minutes)  

For example, if you have 100 users: 

(100/5) x .05 = 1 minute  Email Check Interval should be set to 1 minute or more. 

You can change the values for the Number of Threads and the Gleaner Interval within the system 
registry.  

1. Open the Registry by entering regedit in the Run prompt. 

2. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Notify Technology 
Corporation\NLES Gleaner Controller.   

3. The names of the keys are: MaximumGleanerThreads and Interval. 

 

PIM Poll Interval is the interval at which the GO!NotifyLink Messaging Component initiates a new query 
for new, changed, or deleted calendar events, contacts, and tasks (PIM).  It is essentially a 
minimum time, however, since actual PIM processing time can be affected by the number of users, 
volume of PIM data, and number of PIM processing threads available. 

For example, if the interval is set to 5 minutes, begins at 3:00, and processes all users in 5 minutes 
or less, the next query will begin at 3:05.  This is the best case scenario.  If number of users or data 
volume causes the processing to go beyond 5 minutes, however, a new query will not begin until 
the next PIM processing thread becomes available. 

 Enable Multi-PIM Processing The default setting for PIM processing threads is one (1).  To 
increase speed and maximize the efficiency of PIM processing, administrators can enable Multi-
PIM Processing by increasing the number of MaxThreads in the registry’s NLES PIMService.  This 
allows multiple PIM threads to run simultaneously. 

1. Open the Registry by entering regedit in the Run prompt. 

2. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Notify Technology 
Corporation\NLES PIMService.   

3. Open the MaxThreads option and change the number of threads to 3.  This allows 3 PIM 
processing threads to run simultaneously.   

4. Once you make this change you will need to restart the NLES PimService and NLES 
MonitorService in Windows Services.   

 
  



GO!NotifyLink Enterprise Server Administrative Web Guide Server Administration    20 

Email Settings 

Admin Email Address contains the email address of the server administrator (entered during the 
GO!NotifyLink Messaging component installation).  The address can be edited if necessary.  The 
administrator will receive Emails regarding: 

 System monitoring errors 

 Warnings (for example, if the leasing service goes into a grace period) 

 Notices of new installer or software updates (Hotfixes) 

Admin SMTP Server – Select the SMTP Server that will handle system messages such as monitoring 
job reports, ‘Notify All’ messages, etc.) 

Default SMTP Server – Select the SMTP Server that will be assigned by default to unclassified users.  
SMTP server may also be defined by class and by individual user.   

Server Time Zone is the time zone of the server on which the GO!NotifyLink Messaging Component 
resides.    Change it to fit your server location. 

  

Max ActiveSync Message Availability This setting affects all users synchronizing with the 

GO!NotifyLink Enterprise Server via an ActiveSync account.  An ActiveSync user has the capability of 

setting a message availability range on the device.  The server setting places a limit on this device 

setting, thereby providing a way for an administrator to control the size of the GO!NotifyLink Enterprise 

Server database. 

The Max ActiveSync Message Availability is a default setting for unclassified users.  A similar setting may 

be defined by user class, through Manage User Classes.  The default setting is Sync All (180 Days), but 

may be changed to One Day, Three Days, One Week, Two Weeks, One Month.  The administrator may 

also choose not to set a limit by selecting, Never Delete.  In this case, the setting on the device will 

determine when messages get deleted from the device and the database. 

 

When a Max ActiveSync Message Availability is set, behavior on the device will vary. 

 

When the device setting is less than the server setting.   
Messages are deleted from the device during the next folder synchronization (see note below*) after 
the device message availability date.  Messages are deleted from the database according to the Max 
ActiveSync Message Availability setting. 

Example:  Device = One Week, Max ActiveSync Message Availability = Two Weeks  
Messages are deleted from the device at 7-14 days if the folder syncs prior to 14 days, which is when 
the database delete occurs.  If folder sync does not occur in this time frame, the messages remain on 
the device. 

 

When the device setting is equal to the server setting.  
Messages are deleted from the device during the next folder synchronization (see note below*) after 
the device message availability date.  Messages are deleted from the database 7 days after the Max 
ActiveSync Message Availability setting.   

Example:  Device = Two Weeks, Max ActiveSync Message Availability = Two Weeks  

Messages are deleted from the device at 14-21 days if the folder syncs prior to 21 days, which is 
when the database delete occurs.  If folder sync does not occur in this time frame, the messages 
remain on the device. 
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When the device setting is greater than the server setting.  
Messages are deleted from the device during the next folder synchronization (see note below*), after 
the server message availability date. 

Messages are flagged for a delete from the database according to the Max ActiveSync Message 
Availability setting.  The actual deletion from the database does not occur until 7 days after the Max 
ActiveSync Message Availability setting. 

Example:  Device = One Month, Max ActiveSync Message Availability = Two Weeks 

Messages are deleted from the device at 14-21 days if the folder syncs prior to 21 days, which is 
when the database delete occurs.  If folder sync does not occur in this time frame, the messages 
remain on the device. 

 

*Note: There may be cases where mail folder does not synchronize and messages remain on the 
device until manually deleted.  For example, an iOS device may not access the mail folder in 
which the message resides before the message is deleted from the database, therefore the folder 
does not synchronize and the automatic delete does not occur on the device.  Users will have to 
manually delete such items from the device. 

 

General Device Behavior Governed by Message Availability.  
When a user increases the message availability time on the device, past messages that were not 
previously on the device do not synchronize to the device. This is due to the fact that messages 
become unavailable as soon as they reach the look-back value set on the device or server – 
whichever occurs first. For example, if the user increases availability from 3 days to one week, a full 
week’s worth of messages will not appear on the device until 4 days have passed.  

Changes to messages that remain on the device after they have been deleted from the database are 
not synchronized to the server. Changes such as, marking as read/unread, deleting, or moving to a 
different folder will only occur on the device. In addition, Quick Replies and Quick Forwards from the 
device will fail. 

Related Topics: 

 Maximum Message Availability for classified users can be set in User Administration > 
Manage User Classes > (select a class) > Edit Class > Maximum Message Availability.  
See User Classes. 

 A similar setting for GO!NotifyLink Device Client users can be configured in IT Policy 
Management > (select a policy) > Edit IT Policy > Control Options > Message Availability. 
See Control Option.  

Max Size Per Attachment (KB) – Default is 1024. Maximum size of each attachment sent with an email. 

 

Internal Gateway Settings 

Internal Server Address is the internal address of the machine where the Enterprise Server HTTP/Web 
Component is installed. 

External Server Address is the external address of the machine where the Enterprise Server HTTP/Web 
Component is installed.  The external server address must be accessible from the Internet.  

You can test this by entering http://<Your External Server Address>/hwp/get.asp into a web browser located 
outside of your Intranet. (You might try this from a BlackBerry or Windows Mobile device’s browser.)  The 
message “Error: Invalid Parameters” indicates that you have a connection. 
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SMTP Server Settings 
SMTP servers are an integral part of the internal private network which uses Simple Mail Transfer Protocol for 
sending email over the Internet and between servers, including the GO!NotifyLink Enterprise Server.  See the 
configuration diagram in the Enterprise Server Installation Guide.  SMTP Server Settings allows you to setup 
and configure one or multiple SMTP server(s).  You will need each server’s IP or the DNS name.   

You may also remove SMTP servers, edit STMP server settings, or view the SMTP server details (a listing of 
users currently assigned to the server). 

SMTP Server Assignments: 

 Default SMTP Server – If there are multiple SMTP servers, the default server can be defined in the 
Messaging Settings. This SMTP server is assigned to any unclassified user added to the 
GO!NotifyLink system.   

 SMTP Server by User Class – SMTP servers assignments can also be made per user class via 
User Administration > Manage User Classes. Each user in the class is assigned the SMTP Server 
defined in the class. 

 SMTP Server by Individual – An SMTP Server assignment can be made per individual user via User 
Administration > (select a user) > Edit User. If an SMTP Server other than the default is chosen, it will 
not be overridden by an assignment associated with the user’s class. 

 

 
Location:  Select Server Administration, then click the SMTP Servers button 

 

To add an SMTP Server: 

1. Select the Add SMTP Server button. 

2. Enter the SMTP server’s IP or the DNS. 

3. Accept the default port 25 or update if the server has a unique configuration. 

4. Check the box beside SSL or TLS if the server uses one of these security protocols. 

5. Check the box beside AUTH PLAIN and enter the administrative credentials (username and 
password) for the SMTP server if it is using this authentication protocol. 

Note: These credentials are used for system messages only (monitoring job reports, ‘Notify 
All’ messages, etc.)  For user messages sent from the device, either user IMAP credentials or 
SMTP server credentials (where a proxy/superuser mail server is implemented) are used to 
authenticate with the SMTP Server. 

6. Click the Apply Changes button to save the settings. 

 

Administrative Logins 
Use Administrative Logins to create levels of system access that correspond to corporate administrative 
roles.  Administrative levels provide a way for you to control who can perform specific tasks and who can 
access sensitive data.  The levels can be defined by what parts of the administrative web console a user has 
access to and what type of access (read, write, or both) they are granted. 

The default login allows full access to the administrative web console, but you may wish to create other logins 
that have read-only access or privileges mapped to a particular organizational role. 
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From the Administrative Logins page, you can: 

 Create administrative levels 

 Assign an administrative level to an Administrative Web login (username/password) 

 
Location:  Select Server Administration, then click the Administrative Logins button 

 

Create a New Administrative Level 

1. Select Server Administration > Administrative Logins, then click the Edit Admin Levels button.  
The Administrative Levels page displays listing the levels already created.   

2. Click the Add Level button.  A list of the Administrative Web pages displays in a tree format. (You 
can edit or remove an existing level from this page as well.) 

  

 

 

3. Enter a name for the level you are creating. 

4. Mark each administrative web page to give 
Read or Write access or leave the 
checkboxes blank to block access. 

5. Click Add Level to save the entry and return 
to the Administrative Levels page. 

 

 



GO!NotifyLink Enterprise Server Administrative Web Guide Server Administration    24 

Create an Administrative Login  

1. From the Administrative Logins page, select Add Login.  You can edit or remove a login from this 
page as well. 

2. Select the Authentication Type. 

 . Standard – Enables you to associate a username and password unique to the GO!NotifyLink 
Admin Web. 

a. LDAP – Enables you to associate LDAP server login credentials with the Admin Login.  At 
login, GO!NotifyLink will validate the credentials against those stored on the LDAP server. 

3. Select an Administrative Level from the pull-down list. 

4. Enter a Username for the administrative login. 

5. For admin logins with Standard authentication, enter and confirm a Password.   

For admin logins with LDAP authentication, select the LDAP server IP address or domain name. 

6. Click Apply Changes to save and return to the Administrative Logins page. 

 

Standard Authentication 

 

 

LDAP Authentication 
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Proxy Authentication (Super User Accounts) 
 

Using Proxy Authentication 

Most of the collaboration suites supported by GO!NotifyLink have an access-by-proxy feature that can be 
activated for use with GO!NotifyLink.  (FirstClass, Kerio, and MDaemon are the exceptions.)  Registering your 
proxy administrator credentials with GO!NotifyLink is optional.  By doing so, you are allowing the Enterprise 
Server to bypass the user password, using the administrator password in its place, as it accesses user 
accounts for mail and PIM processing. 

Advantage of Using Proxy Authentication:  
Eliminates the need for users or administrators to 
change the passwords in the GO!NotifyLink user 
accounts every time passwords change.  This is 
particularly convenient for organizations that 
employ a company-wide password change on a 
regular basis.  If proxy credentials are not 
specified in GO!NotifyLink, each user account 
must be updated with the newly assigned 
password in order for GO!NotifyLink mail/PIM 
delivery to function. 

Disadvantage:  Though the proxy administrator 
password is encrypted in the GO!NotifyLink 
database, the potential for compromising system 
security still exists.  To reduce the security threat, 
the use of an SSL certificate with your mail and 
PIM server(s) is highly recommended (Meeting 
Maker collaboration suite requires it). 

 

Depending on the collaboration suite you are using, the access-by-proxy feature is referred to by a variety of 
names, including Super User, Administrator Access, Proxy Authentication, PreAuth Key or Trusted 
Application. 

 

Where to register proxy credentials in the GO!NotifyLink Enterprise Server   

If you choose to use proxy authentication, you will enter Administrator or Super User Credentials (username 
and password) when adding your Email and PIM servers.  (See Adding a Mail Server and Adding a PIM 
Server.) 
Exceptions are as follows: 

 Meeting Maker users will register the Super User login by selecting the Use Super User checkbox 
and entering the Super User Password when defining the PIM Server Settings.  The Meeting Maker 
PIM protocol must also have SSL enabled. 

 Exchange 2007 does not support the Super User feature. 

 GroupWise users will register GO!NotifyLink as a Trusted Application using the GO!NotifyLink 
installer.  See Register Trusted Applications in the Enterprise Server Installation Guide. 

 

 
  

http://help.notify.net/TechDocs/enterprise/Install/GO!NotifyLink%20Installation%20Guide.pdf
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Additional Proxy Authentication Documents: 

CommuniGate Pro Creating a CommuniGate Pro Administrator 

GroupWise GO!NotifyLink as GroupWise Trusted Application 

Exchange 2000/2003 Creating a Super User 

Meeting Maker Setting Up Super User 

Mirapoint Creating a Mirapoint Administrator 

Oracle Configuring Oracle Proxy Auth 

Oracle Beehive Release 1:  Configuring Oracle Beehive Proxy Auth 

Release 1.3.1.0.0:  Configuring Oracle Beehive Proxy Auth 

Scalix Create a Scalix Super User Account  

Create a Super-User account for Scalix systems 

Use the command line on the Scalix Server to enter the following: 

To create the user: omaddu -n <nladmin>/<mailnode> -p <password> 

To modify the user allowing administrative rights: 

ommodu -o <nladmin> -c+mboxadmin 

Replace <nladmin> and <password> with your chosen values. 

The replacement for <nladmin> must not contain spaces. The <mailnode> has to be 
an existing mail node on the Scalix mail server where wireless users will reside. 

Sun 
Sun documents on configuring a Sun system for Proxy Authentication  

For JCS 5: http://docs.sun.com/app/docs/doc/819-4440/6n6jfgch2?a=view   

Zimbra 
Setting Up Zimbra PreAuth 

 

 

  

http://notifylink.notify.net/download/cgp/NLv4_CGP_admin.doc
http://notifylink.notify.net/download/gw/TrustedAppRegistration.doc
http://notifylink.notify.net/download/ex/NLv4_Ex_SuperUser.doc
http://notifylink.notify.net/download/mm/NL_MM_SuperUser.doc
http://notifylink.notify.net/download/Mira/NLv4_Mira_Admin.doc
http://notifylink.notify.net/download/oracle/NLESv4_Oracle_ProxyAuth.doc
http://notifylink.notify.net/download/Oracle/Oracle_Beehive_ProxyAuth.doc
http://notifylink.notify.net/download/Oracle/Oracle_Beehive_ProxyAuth_1_3_and_above.doc
http://docs.sun.com/app/docs/doc/819-4440/6n6jfgch2?a=view
http://notifylink.notify.net/download/zimbra/NLv4_Zimbra_PreAuth.doc
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Mail Server Settings 
A list of all mail servers in use with the Enterprise Server is displayed in the Mail Servers dialog.  Here you 
can add or remove servers or edit server properties.  Each user added to the GO!NotifyLink server will need 
to have an email account on one of the defined mail servers in this list.  

 
Location:  Select Server Administration, then click the Mail Servers button 

 

NOTES for CommuniGate Pro Users, see knowledge base article 

NOTES for GroupWise Users 

Viewing the Post Office Statistics From the Mail Servers Page 

Click the Post Office Statistics button to 
view statistics for the various GroupWise 
Post Offices that may be a part of your 
system.  You can see the GO!NotifyLink 
Users and Total Users for each post office. 

 

 

 

 

 

 

 Printing and Exporting the List 

You may print out  the list of Mail Servers or export  it to an Excel (XLS) file or to a file of comma 
separate values (CSV). 

 

  

http://support.globoplc.com/support/index.php?/Knowledgebase/Article/View/1123/12/enable-option-for-non-mail-folders-visible-via-imap-on-cgp-servers
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Adding a Mail Server 

 

1. From the Server Administration page, select Mail 
Servers > Add Mail Server. 

2. Enter the Incoming Mail Server Name or an IP 
address. 

3. The box beside Do not add PIM server should only 
be checked if your PIM server is part of a different 
collaboration suite than the mail server.  Otherwise, 
leave the box unchecked.  Some of the configuration 
settings of the mail server will then carry over to the 
PIM server. 

4. Select the email Protocol you are using from the 
pull-down list. 

5. Define a Check Interval in minutes for this Mail 
server.  If this setting is left at zero minutes, the 
check interval will be set to the default defined in 
Messaging Settings. 

 

 

Depending on the protocol you choose, you may be prompted for additional information such as 
Administrator Credentials (proxy authentication/super user), LDAP information, or Available User 
Settings. 

CommuniGate Pro: LDAP Information and Administrator Credentials (Proxy Authentication) 

Additional CommuniGate Pro Prompts: 

LDAP Server Address – IP or DNS of the LDAP Server 

LDAP TCP Port – Defaults to 389.  Change if modified. 

LDAP Use SSL – Check the box to use SSL 

LDAP BaseDN – The BaseDN associated with LDAP 

LDAP Username and Password – The LDAP login credentials 

LDAP Max Search Results – Default is 250. Increase if all names that match the search 
criteria are not returned. 

Administrator Credentials - Username/Password for Administrator Access (Super User 
Account) 
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Exchange: Administrator Access (Proxy Authentication) and Available Users Credentials 

Additional Exchange Prompts: 

Administrator Credentials - Username/Password for Administrator Access (Super User 
Account) and NT Domain identifier.  Exchange 2007 does not support the Super User 
feature. 

Available Users Settings –  

Port – Defaults to 389. Change if modified. 

SSL Check the box to use SSL. 

Max Search Results – Default is 250. Increase if all names that match the search criteria are 
not returned. 

Username/Password for logging into LDAP server, the BaseDN associated with LDAP, and 
Domain Controller ID. 

FirstClass: LDAP Information 

Additional FirstClass Prompts: 

LDAP Server Address - IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN – The BaseDN associated with LDAP 

LDAP Username and Password – The LDAP login credentials 

LDAP Max Search Results – Default is 250. Increase if all names that match the search 
criteria are not returned. 

GroupWise: LDAP Information 

Additional GroupWise Prompts: 

LDAP Server Address – IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN – The BaseDN associated with LDAP 

LDAP Username and Password – the LDPA login credentials 

LDAP Max Search Results – Default is 250. Increase if all names that match the search 
criteria are not returned 

Kerio: LDAP Information and Administrator Credentials (Proxy Authentication) 

Additional Kerio Prompts: 

LDAP Server Address - IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN - The BaseDN associated with LDAP 

LDAP Username and Password - The LDAP login credentials  
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MDaemon: LDAP Information 

Additional MDaemon Prompts: 

LDAP Server Address - IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN - The BaseDN associated with LDAP 

LDAP Username and Password - The LDAP login credentials 

LDAP Max Search Results – Default is 250. Increase if all names that match the search 
criteria are not returned. 

Meeting Maker: LDAP Information 

Additional Meeting Maker Prompts: 

LDAP Server Address - IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Object Class –Defaults to comMeetingMakerInetPerson.  Change if modified.  

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN - The BaseDN associated with LDAP 

LDAP Username and Password - The LDAP login credentials 

LDAP Max Search Results – Default is 259. Increase if all names that match the search 
criteria are not returned. 

Mirapoint: Administrator Access (Proxy Authentication) and Available Users Credentials 

Additional Mirapoint Prompts: 

Administrator Credentials - Username/Password for Administrative Access (Super User 
Account) 

Available Users Credentials - Username/Password for Mirapoint Message Server 
administrator.  This account gives access to the user list when adding new users.  

Note:  Port 10143 must be open from the GO!NotifyLink Web server to the Mirapoint server 
in order for the GO!NotifyLink Web to pull up the user list on the Add New User page.  

Oracle: LDAP Information and Proxy Authentication Credentials 

Additional Oracle Prompts: 

LDAP Server Address - IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN – The BaseDN associated with LDAP 

LDAP Username and Password – The LDAP login credentials 

LDAP Max Search Results – Default is 250. Increase if all names that match the search 
criteria are not returned. 

Administrator Credentials - Username/Password for Proxy Authentication (Super User 
Account) 
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Scalix: Super User (Proxy Authentication) and LDAP Information 

Additional Scalix Prompts: 

Administrator Credentials – Username/Password for Super User privileges.   

LDAP Server Address - LDAP Organization 

LDAP Organization –  

Port – Defaults to 389. Change if modified. 

SSL – Check the box to use SSL 

Max Search Results – Default is 250. Increase if all names that match the search criteria are 
not returned. 

BaseDN – The BaseDN associated with LDAP 

Username and Password – The LDAP login credentials  

Sun: LDAP Information and Proxy Authentication Credentials 

Additional Sun Prompts: 

LDAP Server Address - IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN - The BaseDN associated with LDAP 

LDAP Username and Password - The LDAP login credentials 

LDAP Max Search Results – Default is 250. Increase if all names that match the search 
criteria are not returned. 

Administrator Credentials – Username/Password for Proxy Authentication (Super User 
Account) 

Zimbra: LDAP Information and  Proxy Authentication Administrator Credentials 

Additional Zimbra Prompts: 

LDAP Server Address – IP or DNS of the LDAP Server 

LDAP TCP Port - Defaults to 389.  Change if modified. 

LDAP Use SSL - Check the box to use SSL 

LDAP BaseDN – The BaseDN associated with LDAP 

LDAP Username and Password – The LDAP login credentials 

LDAP Max Search Results – Default is 250. Increase if all names that match the search 
criteria are not returned. 

Administrator Credentials - Username/Password for Administrator Access (Super User 
Account) 
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6. Verify that the Outbox, Drafts, Sent Items and Trash Folder Names are correct or edit the defaults. 

 

 Outbox Folder Name Drafts Folder Name Sent Items 
Folder Name 

Trash Folder Name 

CommuniGate Pro Outbox Drafts Mobile Sent Trash 

Exchange  (not required) (not required) Sent Items Deleted Items 

FirstClass Outbox Drafts Inbox/Sent Items Trash Can 

GroupWise Outbox Drafts Mobile Sent Trash 

Kerio Outbox Drafts Sent Items Deleted Items 

MDaemon Outbox Drafts Sent Items Deleted Items 

Meeting Maker (not required) (not required) Sent Items Deleted Items 

Mirapoint Outbox Draft  (intentionally singular) INBOX.Sent INBOX.Trash 

Oracle Outgoing Drafts Sent Items Deleted items 

Scalix Outgoing Drafts Sent Items Deleted Items 

Sun Outbox Drafts Sent Trash 

Zimbra Outgoing Drafts Sent Trash 

Notes:  If names other than the Sent and Trash folder defaults are used, new folders are 
created in users’ accounts and mail sent or deleted from their devices populate these folders.  
Exceptions to this occur with the Kerio and FirstClass collaboration suites.  Folders are not 
automatically created when something other than the default names are used.  Folders with 
the appropriate name would have to be created for each user. 

7. Click on the Add Server button. 

 

Editing or Removing a Mail Server 

1. From the Server Administration page, select Mail Servers. 

2. Select a server from the list and click either the Remove or Edit Mail Server button. 

3. Make changes from the Edit Mail Server page or confirm the removal. 

 

Editing a Mail Protocol 

1. From the Server Administration page, select Mail Servers > Edit Mail Protocols. 

2. You can add a new protocol or select a protocol from the list and edit or remove the protocol you 
chose. 
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PIM Server Settings 
A list of all PIM servers in use with the Enterprise Server is displayed in the PIM Servers dialog.  Here you 
can add or remove servers or edit server properties.  Each user added to the GO!NotifyLink server will need 
to have a PIM account on one of the defined PIM servers in this list. 

 
Location:  Select Server Administration, then click the PIM Servers button 

 

Printing and Exporting the List 

You may print out  the list of PIM Servers or export  it to an Excel (XLS) file or to a file of comma 
separate values (CSV). 

 

 

 

Adding a PIM Server 

1. From the Server Administration page, select PIM Servers > Add PIM Server 

2. Enter the PIM Server Address or an IP address. 
Note: If using a non-standard port, there is no need to include the port number in the IP address, as 
this is configured in the PIM server protocol. 

Exchange: Address Format 

Enter the PIM Server Address in the following format: 

<PIM server IP address or domain name>/exchange 

 FirstClass: Address Format 

Enter the PIM Server Address in the following format: 

<PIM server IP address or domain name>/cgi-bin/sync 

Kerio: Address Format 

Enter the PIM Server Address in the following format: 

<PIM server IP address or domain name>/exchange 

Meeting Maker: Address Format 

Enter the PIM Server Address in the following format: 

<IP address or domain name of server where servlet resides>/notifylink 
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3. Define the PIM Poll Interval in minutes for this PIM server.  If this setting is left at zero minutes, the 
PIM poll interval will be set to the default defined in Messaging Settings. 

4. Select the PIM Protocol you are using from the pull-down list.   
Depending on the protocol you choose, you may be prompted for additional information including 
Admin User Credentials (proxy authentication/super user).  

Note:  For information on configuring a system for use with a super user account see Proxy 
Authentication 

CommuniGate Pro: PIM Default Folder Names and Administrator Credentials (Proxy Authentication)  

Additional CommuniGate Pro Prompts: 

Default Calendar Folder Name – The folder that receives new and changed Calendar events from 
the device. 

Default Task Folder Name – The folder that receives new and changed tasks from the device.  

Default Contact Folder Name – The folder that receives new and changed contacts from the 
device. 

Admin Username and Password – Enter the Username/Password for Administrator Access 
(Super User Account). 

Exchange: NT Domain and Proxy Authentication Credentials 

Additional Exchange Prompts: 

PIM Server Domain - NT domain used if logging into Web Access. 

Admin User Credentials - Enter the Username/Password for Administrator Access (Super User 
Account).  Exchange 2007 does not support the Super User feature. 

FirstClass: Sync Server Directory 

Additional FirstClass Prompts: 

SyncML Directory - Enter the DNS or IP address of the SyncML Server.  (SyncML Directory 
enables the GO!NotifyLink Enterprise Server to communicate with the FirstClass SyncML server 
component.) 

Kerio: NT Domain 

Additional Kerio Prompts: 

PIM Server Domain - NT domain used if logging into Web Access. 

MDaemon: Sync Server Directory 

Additional MDaemon Prompts: 

SyncML Directory - Enter the DNS or IP address of the SyncML Server.  (SyncML directory 
enables the GO!NotifyLink Enterprise Server to communicate with the MDaemon SyncML server 
component.)  Sample: http://<ServerAddress>/mdsyncml.dll. 

 

Meeting Maker: Server Name and Super User (Proxy Authentication) Credentials 

Additional Meeting Maker Prompts: 

Server Name - Enter the name of the Meeting Maker Calendar Server 

Use Super User - Check the box to enable the Super User feature.  Your Meeting Maker PIM 
protocol must have the SSL option enabled in order to use the Super User feature.  An error 
message will display if SSL has not been enabled and you must edit the existing Meeting Maker 
PIM protocol or create a new Meeting Maker PIM protocol with SSL enabled. (See Editing a PIM 
Protocol below.) 
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Change Super User Password – If you have enabled the Super User feature, enter the password 
of the Meeting Maker Server here, then retype it to confirm. 

Mirapoint: Proxy Authentication Credentials 

Additional Mirapoint Prompts: 

Admin Credentials - Enter Username/Password for Administrator Access (Super User Account). 

Oracle: Sync Server Directory and Proxy Authentication Credentials 

Additional Oracle Prompts: 

SyncML Directory - Enter the DNS or IP address of the SyncML Server. 
SyncML Directory (Beehive) – Enter http://<hostname>/mobilesync/server  
(SyncML directory enables the GO!NotifyLink Enterprise Server to communicate with the 
Oracle/Oracle Beehive SyncML server component.) 

Admin Credentials - Enter the Username/Password for Proxy Authentication (Super User 
Account). 

Scalix: Proxy Authentication Credentials 

Additional Scalix Prompts: 

Admin Credentials - Enter the Username/Password for Super User privileges.   

Additional Scalix CalDAV Prompts: 

URL for CalDAV PIM Server:  The URL must be entered in two portions, split at the user name. 

CalDAV URL Portion – Enter the portion that occurs before the user name. 

CalDAV Directory Portion – Enter the directory portion that occurs after the user name. 

Sun: Calendar/Contact URI and Proxy Authentication Credentials; or CalDAV URL 

Additional Prompts for Sun Calendar or Sun Contacts: 

URI - Enter the URI for the Sun Calendar or Sun Contacts (Communications Express) Server.  
This must be the URI only and should not include a port number. 

Admin Credentials - Enter the Username/Password for Proxy Authentication (Super User 
Account). 

Additional Sun CalDAV Prompts: 

URL for CalDAV PIM Server:  The URL must be entered in two portions, split at the user name. 

CalDAV URL Portion – Enter the portion that occurs before the user name. 

CalDAV Directory Portion – Enter the directory portion that occurs after the user name. 

 Zimbra:  Enable PreAuth and Enter PreAuth Key (Super User) 

Additional Zimbra Prompts: 

PreAuth - Check the box to enable Super User account 

Add/Edit PreAuth Key - Zimbra PreAuth key generated by the Zimbra server.  See Proxy 
Authentication (Super User Accounts). 

5. Click the Add PIM Server/Apply Changes button. 
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Editing or Removing a PIM Server 

1. From the Server Administration page, select PIM Servers. 

2. Select a server from the list and click either the Remove or Edit PIM Server button. 

3. Make your changes from the Edit PIM Server page or confirm the removal. 

 

Editing a PIM Protocol 

1. From the Server Administration page, select PIM Servers > Edit PIM Protocols. 

2. You can add a new protocol or select a protocol from the list and edit or remove the protocol you 
chose.   

3. If adding or editing a PIM protocol, enter the PIM protocol description and the PIM server port 
number.  Check the SSL box if you are using SSL encryption. 
 
You may be prompted for additional information, as well: 

CommuniGate Pro Users:  Choose either SSL or TLS encryption. 

Exchange Users: Forms-based Authentication and Exchange 2007 Option 

For Exchange 2003 Servers:   

Check the box to enable Forms-based Authentication.  If your Exchange server is using Forms-
based Authentication for Outlook Web Access (OWA) then this must be checked so that 
GO!NotifyLink will login properly.   

This setting can be turned on for the Exchange server in the Exchange System Manager. 

For Exchange 2007 Servers: 

Check the box beside Exchange 2007.  The option for Forms-based Authentication will 
disappear, as it is enabled automatically. 

 GroupWise Users: GroupWise does not use SSL 

There is no option for SSL since PIM access is through GroupWise Client which uses a 
proprietary protocol that is always encrypted. 

Meeting Maker Users: SSL Mandatory for Super User 

Make sure the SSL box is checked if you plan to enable Super User login.  The Meeting Maker 
Super User login requires SSL encryption. 

Oracle Users: Port definitions for Collaboration Suites 

Oracle Collaboration Suite versions use port 7779. 

Oracle Beehive versions use port 7777. 

Sun Users: Specify when to use SSL 

Choose when to use SSL: Never, Full Session, or Authentication/Login Only 
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LDAP Server Settings 
LDAP servers are used for the Remote Lookup feature, which allows users to search the global address 
book from their device.  Once LDAP servers are defined, an LDAP server can be specified for each user. This 
is done when adding a new user or editing a user account through the User Administration page. 

A list of all LDAP servers in use with the Enterprise Server is displayed in the LDAP Servers dialog. From 
here you can add or remove servers, or edit server properties.  You also have the ability to view the LDAP 
server list by user class.  By selecting a User Class, the listing changes to include only the server(s) used by 
the members in that class.  

 
Location:  Select Server Administration, then click the LDAP Servers button 

 

Printing and Exporting the List 

You may print out  the list of LDAP Servers or export  it to an Excel (XLS) file or to a file of comma 
separate values (CSV). 

 

Adding an LDAP Server 

1. From the Server Administration page, select 
LDAP Servers > Add LDAP Server. 

2. Enter the LDAP Server Name, Address and 
Port. 

3. Enter the LDAP Server Type.  This is the 
collaboration suite with which the LDAP server 
is associated. 

4. Enter the BaseDN.  This is a location, the DN 
(Distinguished Name) of the entry at which to 
start a lookup search. 

5. Check the SSL or the TLS box if either is 
enabled on the LDAP server. 

6. Enter the Username and Password with which 
the LDAP server will be accessed for remote 
lookups. 

7. Select a User Class from the pull down list.  
Associating a user class will limit access of this 
LDAP server to the members in that class. 

8. Use the Edit LDAP Attributes button to open a 
dialog where LDAP attribute mappings can be 
edited. 

 

 

Editing or Removing an LDAP Server 

4. From the Server Administration page, select LDAP Servers. 

5. Select a server from the list and click either the Remove or Edit LDAP Server button. 

6. Make your changes from the Edit LDAP Server page or confirm the removal. 
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Mobile Message Tag Settings 
The Mobile Message Tag (MMT) is a message that accompanies all email sent from a device.  The message 
is applied by the GO!NotifyLink server and appears only to a recipient when he/she receives an email sent 
from a GO!NotifyLink user’s device.  

The default Mobile Message Tag reads:  [Message delivered by GO!NotifyLink] 

The MMT settings give you an option to disable the MMT, use the MMT for all users (global message), or use 
a unique MMT per user class.  You can also edit the default global MMT text.  

 
Location:  Select Server Administration, then click the Mobile Message Tag button 

 

 

 

1. Select an MMT option: 

Don’t Use MMT Disable the MMT for all users. 

Use Global MMT Use the same MMT for all users. 

Use Class MMT Use a unique MMT per User Class.   
(Text for Class MMTs can be edited from the User Administration page.) 

2. Enter the text for the Global Mobile Message Tag.  Use no more than 75 characters. 

This message is used: 

 For all users if you chose the Use Global MMT option  

 For unclassified users if you chose the Use Class MMT option 
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Create Global Filters 
GO!NotifyLink Enterprise Server filters allow you to control what email synchronizes to the device.  Global 
filters affect all users and enable an administrator to limit messages by monitoring key words in message 
fields including To, From, CC, BCC, Subject, message body, and message importance. 

Global filters affect all existing and subsequently added users on the server and take precedence over user 
filters.  If a global filter does not forward a message, the user filters are not executed and the user does not 
receive the message, regardless of individual filters set up for his or her account. 

Administrator TIP:  Global filters do not appear on the user’s filter list.  If you define global filters, 
inform users so they understand the filter rules that may apply to their server-to-device messages. 

 
Location:  Select Server Administration, then click the Filters button. 

Follow the instructions in the Creating/Editing Filters section for creating any type of filter. 
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Managing User Accounts 

In this section, you will find information on the GO!NotifyLink Administrative Web console’s User 
Administration page. 

 
Location:  Select User Administration from the Administrative Web console home page. 

The following topics are covered: 

The User List 
The User Administration page displays a list of all user accounts currently on your server.   

You can: 

 View all the users 

 View only the users in a particular class 

 View only unclassified users 

 Search for specific users by name, username, or ClientDeviceSAKey 

 Sort the list  

 Print or export the list 

 Customize the list by choosing the information you want displayed 

 Manage the user classes 

 
Location:  Select User Administration from the Administrative Web console home page. 

 

 

Change the Display of Users 

Display by class.  Expand the User Class pull-down list and select: 

 a class you wish to view  

 List All Users to see the list in its entirety  

 List Unclassified Users to see only users who have not been assigned to a class 

Display by name.  Click the plus sign to expand the Search Users option where you can choose to 
display users whose name/username begins with a particular letter.   

In the Display By: box, select First Name, Last Name, or Username, choose a letter from the drop down list, 
then click Submit. 
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Search for Specific Users by Name/SAKey 

Click the plus sign to expand the Search Users option where you can search for users by name or SAKey 
identifier.  

In the Search By: box, select First Name, Last Name, Username, or ClientDeviceSAKey.  Then type in all or 
part of a user’s name/username/SAKey.  You can use an asterisk as a wildcard character.   

Example:  D* will return all user names that begin with “D”, but eliminate those that only contain “D”. 

 Click on Submit.  The search will return any user containing the string of characters you entered. 

 Click on Reset to return the list displayed prior to the search. 

In the Search By Mail/Pim Server: box, select a Mail or PIM server from the drop-down list.   

 Click on Submit.  The search will return any user interfacing with the server(s) you chose. 

 Select All from the drop-down list to see all users again. 

 

Sort the List 

Sort the list by clicking on a column header.  The header you are currently sorting by appears in italics.  Click 
a second time on the same header and it will sort in reverse order. 

 

Print or Export the List 

You may print out  the User Administration list or export  it to an Excel (XLS) file or to a file of comma 
separate values (CSV).  

 

Choose Different List Columns 

Click on the  Edit Columns link. Checkmark the columns you wish to activate and then define the order in 
which to display the columns.  You can choose to display any or all of the following information: 

Column Description 

Active Shows whether the user account is enabled or disabled. 

Alias 
Identifies a device during registration and when it sends 
messages to the server.  Usually the user’s device phone 
number. 

Calendar Server 
Name of the calendar server to which the user is 
assigned.  

ClientDeviceSAKey Uniquely identifies the GO!NotifyLink user. 

Contact Server Name of the contact server to which the user is assigned.  

Creation Date Date and time user account was created. 

First User’s first name. 

Last User’s last name. 

Last Device Command Last operation sent to the device. 

Last Mailbox Check Date and time of the last mailbox check. 

Last Message Time Date and time the last message was sent to the device. 
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Linked User 
Whether or not the user has been added via a linked 
GO!NotifyMDM server. 

Mail Server Name of the mail server to which the user is assigned.  

Notification ON/OFF 
Shows whether notification service is operating on the 
account.  Will be OFF if user is disabled. 

PIN 
User’s 8-digit BlackBerry PIN or 10-digit device phone 
number. 

Task Server Name of the task server to which the user is assigned.  

Username User’s mail server username. 

 

 

User Classes 
User Classes offer a way to organize users into groups, which can aid in performing group-level actions or 
even in troubleshooting problems that may be specific to a particular set of users. 

 

Where User Classes are Employed 

User Class can be a valuable tool in a number of the administrative web pages.  They are used in: 

 User Administration page – Manage the user classes, narrow the display list, 
enable/disable/remove users in a particular class. 

 Device Management page – Use classes to narrow the display list. 

 Add/Edit User – Assign a class to a particular user account when you add it or change a class on an 
existing user. 

 Notify All Users – Use classes to send a message to a class of users instead of all users. 

 LDAP Server Setup – Associate a class with an LDAP server limiting access to the members of the 
user class.  

 Mobile Message Tag – Assign a Mobile Message tag to a class of users.  This message will 
accompany any message sent from these users’ devices.  

 

Managing the User Classes 

From the User Administration page, you can change the list of displayed users on the screen by selecting a 
particular class or manage the class features by clicking on the Manage User Class button. 

Manage User Classes allows you to:   

 Add, edit, or remove a user class 

 Assign users to or remove users from a class 

 Define the Maximum Message Availability for ActiveSync device users in a class 

 Add a Mobile Message Tag for the users in a class 

 Set Email Check and PIM Poll intervals for user in a class 
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 Associate a policy set with the class 

 Assign an SMTP Server to all users in a class 

 Synchronize policy changes to users in a class 

 

Add, Edit, or Remove a Class 

 Location: From the User Administration page, click the Manage User Classes button. 

 To ADD a class, click the Add Class button.  Enter a class description, then assign users and define 
the settings for the class. 

 To EDIT or REMOVE a class, select the class you want to modify or remove and click the Edit Class 
or Remove Class button. 
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Assign Users to the Class 

Assign users to a class when you add or edit the class by highlighting them on the displayed user list.  You 
can also delete users from a class you are editing by removing the highlight. 

When adding a class, the user list displays all users who have not yet been classified. 

When editing a class, the user list displays all users in the class, plus unclassified users.  Those already 
included in the class are highlighted. 

Use the Ctrl and Shift keys while selecting users.   

 Hold the Ctrl key while selecting/deselecting users.  This allows you to add or remove individuals 
without affecting other selections. 

 Hold the Shift key to select/deselect a range of users. 

 

 

Maximum Message Availability (For ActiveSync Device Users) 

This setting affects all users synchronizing with the GO!NotifyLink Enterprise Server via an ActiveSync 

account.  An ActiveSync user has the capability of setting a message availability range on the device.  The 

server setting places a limit on this device setting, thereby providing a way for an administrator to control the 

size of the database. 

The Maximum Message Availability is the setting for users in a particular class.  A similar setting may be 

defined for unclassified users, through Messaging Settings.  The default setting is Sync All (180 Days), but 

may be changed to One Day, Three Days, One Week, Two Weeks, One Month.  The administrator may also 

choose not to set a limit by selecting, Never Delete.  In this case, the setting on the device will determine 

when messages get deleted from the device and the database. 

 

When a Max ActiveSync Message Availability is set, behavior on the device will vary.  See Messaging 
Settings for a description. 

Related Topics: 

 Maximum Message Availability for unclassified users is regulated by the default setting, Max 
ActiveSync Message Availability, set in Server Administration > Messaging Settings. 

 A similar setting for GO!NotifyLink Device Client users can be configured in IT Policy Management > 
(select a policy) > Edit IT Policy > Control Options > Message Availability. 

 

 

Mobile Message Tag Text for the Class 

The Mobile Message Tag is a message that accompanies all email sent from the device. 

Note:  You can create a Mobile Message Tag (MMT) for user classes only if the Mobile Message Tag 
Settings (on the Server Administration page) are set to accommodate User Class MMTs.  See 
Mobile Message Tag Settings. 

Enter the text for the mobile message tag in the space provided.  This is the message that will accompany 
email sent from the devices of users in this class.  It should not be more than 75 characters in length. 
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Email Check and PIM Poll Interval Settings for the Class 

 Email Check Interval is the frequency at which the GO!NotifyLink Messaging Component queries 
your mail server for email.   

 PIM Poll Interval is the frequency at which the Messaging Component queries your PIM server for 
calendar events, contacts, and tasks. 

These intervals default to the global settings defined in Messaging Settings on the Server Administration 
page.  In most cases, it is best to keep class intervals the same.  Class intervals set to initiate more frequent 
checks than the global intervals may not give the anticipated result.   If there are groups that require less 
frequent check intervals, however, you may want to increase the minutes for that group’s class interval. 

See the section on Messaging Settings in this document for information on calculating optimum intervals. 

 

Policy Association for the Class 

You can associate a policy with the user class.  All users added to the class will take on the settings of the 
associated policy.  Policy changes can be synchronized to all users associated with the class. 

In the Policy Association field, choose a policy to associate with the class from the drop-down list. 

 

Assign Users in the Class to a SMTP Server 

Assign a specific SMTP Server to users in this class.  The default SMTP server pre-populates this field.  
Accept it or select another SMTP server from the drop-down list.   

Related Topics: 

 SMTP servers may be added via Server Administration > SMTP Settings.   

 The default SMTP server may be changed via Server Administration > Messaging Settings. 

 An SMTP server assignment may also be made per individual user.  If an SMTP server other than the 
default is chosen for the user, it will not be overridden by a class assignment. 

 

Synchronize Policy Changes to Users in the Class 

If the “Use Automatic Push” option is enabled, any change made to the policy associated with this class is 
immediately synchronized to user accounts governed by the policy set.  If Automatic Push is not used, the 
administrator may click the “Synchronize All Class Users” button to synchronize changes.   

Any policy synchronization, whether automatic or manual, will overwrite all user exceptions with the policy’s 
current rule settings.  The administrator has the ability to view a list of users that have policy exceptions 
before synchronizing by clicking the beside User List. 

If you do not wish to affect an entire class of users, you can synchronize a single user. 

For a single user, policy synchronization is done from the User Administration page: 

User Administration > (select a user) > Edit User Policy 
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Adding New Users 
Use Add New User to create a new user account on the GO!NotifyLink server.   

For new installations, make sure you have completed the following before you begin adding users: 

 add licenses 

 define the Mail, PIM, LDAP, and SMTP servers 

 set IT policies 

 create user classes  

Initializing User Accounts. Those operating on a GroupWise or MDaemon system must initialize end user 
accounts, once they are added to the server, by logging in once to the collaboration suite (see Initialize the 
User’s Account below). 

 

Users with Multiple Devices 

With GO!NotifyLink Enterprise Server versions 4.8.2, Patch 3 or greater, synchronizing multiple devices with a 
single mail account can be done using a single email address. (Older versions of GO!NotifyLink require the 
use of multiple “dummy” email addresses.) Only devices with an ActiveSync or GO!NotifySync for BlackBerry 
application are eligible. A user record must be added for each of the user’s ActiveSync devices so that email, 
calendar, contacts and tasks are synchronized to each device. Each user record occupies a licensed seat on 
the GO!NotifyLink server.  

Each user/device record should have: 

 The same Email Address 

 The same Client Web Authentication Type and Username 

 A unique entry in the Alias field that identifies the device (This entry appears on the Client and Web 
pages in a drop-down list of the user’s devices.) 

See Knowledge Base article for guidelines on accommodating users with multiple devices. 

 

Suggested Setup Processes for Multiple Devices 

The server assigns each user account an incremental ClientDeviceSAKey when it is created. A device 
registers against the account that has the lowest ClientDeviceSAKey.  To ensure that each device is 
registered against the correct account, follow one of the setup processes outlined below: 

If an administrator is registering the user’s devices . . .  

Create one account choosing the appropriate Device Type and entering an Alias that identifies the user as 
well as the device model. Register a device against it before you create another account.  

If the user is registering his or her own devices . . .  

Add all the accounts to the server before the user begins to register devices. Once you have created the 
accounts, tell the user the order in which he or she should register the devices. The device registered first will 
be associated with the first account created on the server. 
For example, 

Sample Alias Entry Device Type ClientDeviceSAKey Registration Order 

jdoeAndroid1 Android Native 631 Android device #1 

jdoeAndroid2 Android Native 632 Android device #2 

jdoeiPad iPhone/iPod touch/iPad 633 iPad 

 

http://support.globoplc.com/support/index.php?/Knowledgebase/Article/View/1064/2/synchronizing-multiple-devices-simultaneously
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  Location: Select User Administration from the Administrative Web Home page, then click the Add 
New User button. 

 

Step 1 

Select the mail server and a license appropriate for the user, based on their wireless carrier.  Click Next. 

 
 

 

Device Select License Type At the Device Type field select: 

Android ActiveSync Android Native Device 

Android w/ TouchDown TouchDown for Android TouchDown for Android 

BlackBerry OS 4.5-7.1 w/ 
GO!NotifyLink App 

BlackBerry BlackBerry Phone 

BlackBerry OS 45.-7.1 w/ 
GO!NotifySync App 

ActiveSync GO!NotifySync 

BlackBerry 10 ActiveSync GO!NotifySync* 

iOS  ActiveSync iPhone/iPod touch/iPad Device 

Symbian S60, 3 ActiveSync Symbian ActiveSync Device 

webOS ActiveSync webOS Device 

Windows Mobile ActiveSync Windows Mobile ActiveSync Device 

Windows Phone ActiveSync Windows Mobile ActiveSync Device 

*Does not require GO!NotifySync App. Use native email client on the device to set up the account. 
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Step 2 

Select the user’s name from the mail server’s User List.  If you choose a name from the list, information 
from the server populates all the user credential fields except for the password and user class.  You can 
then proceed with entering the device information.  If a list is not available or the user does not appear on 
the list, click Next and manually add the user. 

Note:  In order to use the User List, the LDAP port (default 389) must be open.  Mirapoint 
users, port 10143 must be open. 
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Step 3:   

Enter the User Credentials and Mailbox Information 

 

Mailbox Information 

First and Last Name  User’s name 

Display Name  This is what will display in the From: 
field of the email sent from the user’s device. 

Additional Information  These three fields can be used 
as you wish.  They are labeled User ID, Asset Tag, and 
Department and can be used for things such as 
employee IDs, department codes, etc. 

Incoming Mail Server   Where the user’s mail account 
resides.  Choose from the pull-down list or accept what 
pre-populates the field based on what you entered in 
step 1. 

LDAP Server  This is the user’s remote lookup server.  
Assigning an LDAP server will allow a user to search the 
System Address Book from their device. 

Email Address  User’s email address. 

Mail Username and Password from the user’s account 
on the collaboration suite mail server (what the user 
enters to log on to collaboration suite software). 

TIP:  If you do not have the user’s collaboration suite 
password(s), use a default for the Email and PIM 
password(s) and instruct the user to login to the 
GO!NotifyLink Client Web and change them. 

Mailbox Name  You can enter anything here.  This 
appears on the device as the name of the device’s 
mailbox.  Part, or all, of the user’s name is appropriate. 

User Class  Choose from the pull-down list.   

Note:  User Classes can be created through User 
Administration > Manage User Classes. 

SMTP Server  Assign an SMTP server to the user.  If an 
SMTP Server other than the default is chosen, it will not 
be overridden by an assignment associated with the 
user’s class. 

Sender Email Address Settings  This field should be 
enabled when you are using “dummy” email addresses to 
accommodate a user with multiple devices (a method for 
accommodating multiple devices that is still supported, 
but was used prior to GO!NotifyLink v4.8.2 Patch 3).   

Enable this to specify the valid email address that should 
populate the sender field of all email sent from the 
device. This will ensure that email replies are received in 
the valid email account.  

See Knowledge Base article for guidelines on 
accommodating users with multiple devices. 

http://support.globoplc.com/support/index.php?/Knowledgebase/Article/View/1064/2/synchronizing-multiple-devices-simultaneously
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Enter the PIM Login Information 

 

 

PIM Login Information 

Use Mail Credentials for PIM Check this box if same 
collaboration suite server supports the user’s PIM 
processing.  The Calendar, Contact, and Task Servers 
will use the information entered for the mail username 
and password.  OR 

Choose the Calendar, Contact and Task Servers and 
enter Usernames and Passwords for each.  Note: This 
is only necessary if you are using different servers and/or 
collaboration suites for PIM processing. 

If a Sun CalDAV server is chosen, you will have the 
option to enter a separate CalDAV URL Username for 
the user if it is different than the username. 

For Exchange and Kerio Users:  Enter the Calendar, 
Contact, and Task Web Access Directories as well.  This 
will most likely be the same for all three, but does allow 
for the use of more than one user directory. 

 

 

 

Enter the Client Web Credentials and Device Information 

 

 
Standard Authentication 

 

 
LDAP Authentication 

 

 

 

 

 

 

 

 

 

 

 

Client Web Login Information 

The GO!NotifyLink Client Web gives a device user 
access to their account on the GO!NotifyLink server. 
Enter login credentials for the Web here. 

Authentication Type  
Select Standard to associate a username and 
password unique to the GO!NotifyLink Client Web.   
Select LDAP to associate LDAP server login credentials 
with the user’s Client Web login.  (At login, 
GO!NotifyLink will validate the credentials against those 
stored on the LDAP server.) 

Client Username with which the user will log in to the 
GO!NotifyLink Client Web console.  Username defaults 
to what you entered as the Mailbox Email Address 
above.     

Client Password - For Client Web logins with 
Standard authentication, enter a unique password or 
check the Use Mail Password box to default to the same 
password used for Mail Password.  (If you are using 
SuperUser credentials on the server, there is no 
default and you must enter a password.)  Note: End 
users can change their own client password from the 
client web. 

LDAP Server - For Client Web logins with LDAP 
authentication, select the LDAP server IP address or 
domain name from the drop-down list. 
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Device Information 

Alias  The alias should be a unique string that identifies 
the device on the server. The alias cannot contain 
spaces. 

With GO!NotifyLink Enterprise Server v 4.8.2 Patch 3 
or greater, what is entered here appears on the Client 
and Mobile Web pages in a list of the user’s devices 
when he or she is synchronizing multiple devices. 

PIN  This field is labeled “PIN” for BlackBerry phones 
with the GO!NotifyLink App. Enter the BlackBerry 
device’s PIN. 

Device Type   Choose from the pull-down list. 
When adding a user under an ActiveSync license, 
selecting the device type enables the correct feature set 
for the device. See table in Step 1. 

 Android devices using TouchDown, choose the 
TouchDown for Android license key.  

 BlackBerry 10 devices, choose GO!NotifySync 
(note that the GO!NotifySync app is not required).  

Service Program   Choose from the pull-down list. 

Device Time Zone Time zone in which the user resides. 

Click Finish to save the new user account.  You can also click Back to return to step 1 and change the 
license under which you added the user.   

Note:  New user accounts, created for use with ActiveSync devices, will begin to process Email and 
PIM immediately.  All other device type user accounts will not begin processing until the device is 
registered.  (During registration, these devices send the GO!NotifyLink Device Client software version 
which determines the size of the encryption key generated for the account – a 24 character key for 
versions less than 4.6.x and a 32 character key for versions 4.6.x and above.) 

 

Initialize the User’s Account (GroupWise and MDaemon users only) 

If GO!NotifyLink user accounts are synchronizing with GroupWise or MDaemon systems, they must be 
initialized by logging into the collaboration suite.  GO!NotifyLink cannot process the account successfully until 
this is done. 

Instruct end users to log in to their collaboration suite account at least once before attempting to use 
GO!NotifyLink.   

 GroupWise users should log in through GroupWise Client 

 MDaemon users should log in through World Client 
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Editing a User 
Use Edit User to change the information on a user’s GO!NotifyLink account.  You can change the: 

 Mail, PIM, LDAP, and SMTP server assignments 

 User’s Mail and PIM user credentials (email address, username, passwords)  

 GO!NotifyLink Client Web login credentials  

 Class to which the user is assigned 

 

Users with Multiple Devices. With GO!NotifyLink Enterprise Server versions 4.8.2, Patch 3 or greater, 
synchronizing multiple devices with a single mail account can be done using a single email address. (Older 
versions of GO!NotifyLink require the use of multiple “dummy” email addresses.) Changes to user 
information, however, will not synchronize across all devices. A message appears on the Edit User page 
indicating when a user is associated with multiple devices. Any changes to the user information must be 
made to each user/device record individually.   

  Location:  Select User Administration from the Administrative Web Home page.   
 Select a user, then click the Edit User button. 

 

Edit User page 

 

Edit User page (continued) 
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Passwords 

Where a SuperUser account is used for a mail server, individual user passwords are optional, so password 
fields may appear blank, indicating that no password has been assigned. 

 

Editing User Credentials 

There are several sets of user credentials on the Edit User page.  They are: 

 Mail account credentials – Email Address, Email Username, and Email Password  

 PIM account credentials – Username and Password associated with the Calendar, Contact and Task 
account(s) (usually the same as the Mail account credentials) 

 Client Web credentials – Username and Password used to login to the GO!NotifyLink Client Web 

When you make changes to the Email Address, Email Password, and Client (Web) Password fields, you 
can copy the changes to the other user credentials on the Edit User page.  This allows you to conveniently 
assign the same credentials in several areas.  A change must be made in order for you to use these buttons. 

Mailbox > Client button – When changes are made to the Email Address and Email Password, 
you can click this button to copy the new values to the Client Username and Client Password under 
Client Web Login Information. 

Mailbox > PIM button – If PIM Account credentials are the same as the user’s mail account 
credentials, when a change is made to the Email Password, you can click this button to copy the 
new value to the PIM Password(s) under PIM Login Information.  

Client > Mailbox button – When a change is made to the Client Password under Client Web Login 
Information, you can click this button to copy the new value to the Email Password. 

Please note that on systems where Super User functionality is implemented, only one copy button is 
available: 

Mailbox > Client button – When a change is made to the Email Address, you can click this button to 
copy the new value to the Client Username. 

 

Click Apply Changes to save any changes you make. 

 

Other User Account Updates 

Web Access Directory for the Calendar and Contact, and Task settings will appear if the user is on an 
Exchange server.  This is usually the same as the PIM username. 

Device information must be modified using the Edit User Device option, located on the User Administration 
page. 

License key information cannot be changed.  If a user changes the type of device he/she is using (EX: User 
switches from a Windows Mobile device to a BlackBerry), you must remove the user account from the 
GO!NotifyLink server and reenter it under the appropriate license key. 
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Creating/Editing Filters 
GO!NotifyLink Enterprise Server filters allow you to control what email synchronizes to the device.  Filters 
enable an administrator or user to limit messages by monitoring key words in message fields including To, 
From, CC, BCC, Subject, message body, and message importance.   

Global Filters vs. User Filters.  Global filters affect all the existing and subsequently added users on the 
server and take precedence over user filters.  If a global filter does not forward a message, the user filters are 
not executed and the user does not receive the message, regardless of individual filters set up for his or her 
account. 

Users with Multiple Devices. With GO!NotifyLink Enterprise Server versions 4.8.2, Patch 3 or greater, 
synchronizing multiple devices with a single mail account can be done using a single email address. (Older 
versions of GO!NotifyLink require the use of multiple “dummy” email addresses.) The creation or editing of 
filters, however, will not synchronize across all devices. A message appears on the Filter Management page 
indicating when a user is associated with multiple devices. Any change to a user filter must be made to each 
user/device record individually.   

 

The filter tool consists of two pages:  a Filter Management page and a Filter Creation page. 

Create a Filter 

1. Global Filters apply to all existing and subsequently added users.  

 Location: Select Server Administration from the Administrative Web Home page, 
then click the Filters button… or 

User Filters apply to individual user accounts. 

 Location: Select User Administration from the Administrative Web Home page.  
Select a user, then click the Edit User Filters button. 

2. Click the New Filter button on the Filter Management screen. 

3. Enter a Filter Name to identify this particular filter. 

4. Choose the Filter Option: 

Send the message if it meets this criteria. 

Hold the message if it meets this criteria.   
  



GO!NotifyLink Enterprise Server Administrative Web Guide Managing User Accounts    55 

5. Check the criteria you wish to use and enter key word match phrases or addresses where 
necessary. 

 

 

 

 

 

Criteria Description 

From 

Filters email from the specified address.  Enter 
multiple addresses separated by a space, 
comma or semicolon.  If all of the addresses 
match, filter action is taken. You may enter a 
partial email address.  EX: Enter jschmoe for 
jschmoe@anywhere.com 

Subject 

Filters email containing the specified word or 
phrase in the email subject field.  Enter words 
separated by a space, comma or semicolon.  
Exact matching is necessary.  If you enter 
multiple words, all the words, in any order, must 
appear in the subject. 

Body 

Filters email containing the specified word or 
phrase in the email body.  Enter words 
separated by a space, comma or semicolon.  
Exact matching is necessary.  If you enter 
multiple words, all the words, in any order, must 
appear in the body. 

To  

Filters email sent to the specified address.  
Enter multiple addresses separated by a space, 
comma or semicolon.  If all of the addresses 
match, filter action is taken.  You may enter a 
partial email address. 

Recipient 
Type 

Filters email: 

To me - filters email with your email address in 
the TO field 
CC: to me - filters email with your email 
address in the CC field 
BCC: to me - filters email with your email 
address in the BCC field 

Importance Filters email with “High” importance. 

Sensitivity Not currently supported as a filter criteria. 

 
  



GO!NotifyLink Enterprise Server Administrative Web Guide Managing User Accounts    56 

Manage Filters 

1. Global Filters 

 Location: Select Server Administration from the Administrative Web Home page, 
then click the Filters button. 

User Filters 

 Location: Select User Administration from the Administrative Web Home page.  
Select a user, then click the Edit User Filters button. 

2. Set a Default Action for messages to which no filters apply.  If no filters exist, the default action is 
ignored and messages are sent to the device.  Choose: 

Hold messages that do not match any of the filters. 

Send messages that do not match any of the filters. 

CAUTION:  Setting the default action to “Hold” can severely limit the number of emails that are 
forwarded to a device, especially when there are very few send type filters.   

3. Perform one of the following actions on a filter in the Current Filters list: 

 

 

Action  Procedure 

Turn on a 
filter 

1. Check the Filter On box beside the filter 
you want to turn on.  You can temporarily 
disable a filter by turning it off. 

2. Click the Apply Changes button. 

Edit a filter 

1. Click on the filter name of the filter you 
wish to edit. 

2. Change any of the filter’s criteria. 
3. Click the Apply Changes button. 

Send as a 
Level 1 
notification 

1. Check the Level 1 box if you want the 
messages a send filter forwards to give 
an audible alert when it arrives.   

2. Click the Apply Changes button. 

Note:  Level 1 alerts are not supported for 
ActiveSync devices. 

Delete a filter 

1. Check the Delete box beside the filter 
you wish to delete.  

2.  Click the Apply Changes button. 

 

  



GO!NotifyLink Enterprise Server Administrative Web Guide Managing User Accounts    57 

Using Filters 
Multiple Fields Within One Filter 

When you select multiple criteria fields, all the criteria must match in order for the email to filter.   

SAMPLE 

Criteria:  From contains jdoe@anydomain.net   AND   Subject contains “work.”   

Both fields must match or the message will not be filtered. 

 

 

Wildcards Within Filters 

The GO!NotifyLink Enterprise Server supports the asterisk and question mark as wildcard characters.  
Wildcard characters should be used with caution to avoid unintended matches.  

 Question Mark – A question mark wildcard matches any one character in the place of the question 
mark.    

 Asterisk – An asterisk wildcard matches any combination or quantity (≥ zero) of characters in the 
place of the asterisk.   

 Multiple Wildcards – You can use more than one wildcard in a key word match.   

 
Sample Matches Does NOT Match 

notify?.net notify1.net, notify2.net, etc. notify.net or notify12.net 

Notify*.net 
notify.net, notify1.net, 
notify-tech.net, etc. 

 

*notify*.net kb.notifylink.net, etc.  

*notify?.net kb.notify1.net kb.notify.net or kb.notify12.net 

 

 

Multiple Filters 

If you have created multiple filters, the filtering process follows a pattern of execution.  If a message has made 
it past the “gates” of the messaging Control Options and any Blocks issued by the user, it then checks for 
matches among the filters following the path outlined below:   
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SAMPLE Filters: 1. SEND emails From: “My Boss” 

 2. HOLD emails CC’d to me 

  Message:  From: “My Boss” and CC: “Me”    Message synchronizes 

This message gets sent even though the user has a hold filter for emails in which he/she is 
CC’d, because ‘send’ filters take precedence over ‘hold’ filters. 

If there are multiple filters of the same type (level 1, send, hold), GO!NotifyLink applies the filters to messages 
based on the order in which they appear. 

 

Enabling/Disabling or Removing Users 
Enabling/Disabling Users 

By default users are enabled when they are added to the server.  Disabling a user retains the user account on 
the server, but shuts off the notification service to the user’s wireless device.  While disabled, mail and PIM 
polling does not occur for the user account.   

Disabling can be used as a security measure in the event that a device is lost or stolen or to temporarily 
suspend the notification service to a device. 

  Location: Select User Administration from the Administrative Web Home page. 
 Select a user, then click the Enable or Disable button. 

 

Removing Users 

This actually removes the user from the GO!NotifyLink server, deleting the account and freeing up a seat in 
the license. 

Removing an account is also necessary when the user changes the type of device he/she is using. (EX: User 
switches from a Windows Mobile device to a BlackBerry).  You must remove the user account from the 
GO!NotifyLink server and reenter it under the appropriate license key. 

Select a user from the user list and click the Remove User button. 

 

Users with Multiple Devices. With GO!NotifyLink Enterprise Server versions 4.8.2, Patch 3 or greater, 
synchronizing multiple devices with a single mail account can be done using a single email address. (Older 
versions of GO!NotifyLink require the use of multiple “dummy” email addresses.) Removing, enabling, or 
disabling a user, however, does not affect any other device associated with the user. If the intent is to affect 
all devices associated with the user, the action must be taken for each user/device record individually.  
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Diagnostic Tools: User Statistics and Registration 
Message Listing 
 

User Statistics 

User Statistics provide Email and PIM poll cycle statistics for a user’s account.  It is a good tool for 
troubleshooting a user’s account as it allows you to view past poll cycles or refresh the display for the most 
current statistics.   

Information such as processing times, data quantity, processing results, and error codes can be found in the 
statistics.  You will also find device statistics, such as model, software version, battery status, available 
memory, network type, and synchronization times. 

Administrators might also use the Synchronize Mail / Synchronize PIM buttons as troubleshooting tools.  
These force a user to the top of the list to be processed for either Mail or PIM. 

   

  Location: Select User Administration from the Administrative Web Home page. 
 Select a user, then click the User Statistics button. 

New user accounts, created for use with ActiveSync devices, begin to show statistics as soon as the 
account is added.  Users with the GO!NotifyLink for BlackBerry app will not show statistics until the device 
is registered. 

ActiveSync devices do not synchronize all user statistics information.  

These fields will always be blank: These fields show information that is not updated: 

Network Type Tasks (will display ‘0’ if the device does not support Tasks) 

GO!NotifyLink Version Roaming (always displays ‘No’) 

Phone Number Device Type (always displays “Unknown’) 

Free Memory  

Signal Level 

Battery Status 

Android devices with TouchDownTM display the 
following information differently: 

Device PIN OS Version – displays the TouchDown OS version 

 Device Model – displays ‘TouchDown’ 
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User Statistics page 

 
 

At Show Statistics for, select a poll cycle range from the drop-down list.   
Select:  Past Poll Cycle, Past 30 minutes, Past hour, Past 2 hours . . . Past 8 hours 
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These are the statistics displayed in the Users Statistics list: 
Email Statistics PIM Statistics Device Statistics 

Time Last Message Sent to 
Device – Time of the last 
message received by the device. 

 

Last Device Command - The 
last command sent to the device. 

 

Number of Characters Sent to 
Device - The character size of 
the last message notification sent 
to the device. 

 

Time Mailbox Last Checked –
The last time the GO!NotifyLink 
Messaging component checked 
the user’s mailbox. 

 

Result – Whether or not the last 
check for email was successful.  
If an error message displays, 
click on the 'View Error Codes' 
link at the top of the page to find 
out what the code means. 

 

Number of Emails Found – 
Emails found in the last mailbox 
check. 

Number of Emails Sent – 
Emails sent from the device. 

New - Quantity of new PIM 
items (calendar, contacts, and 
tasks). 

 

Changed - Quantity of changed 
PIM items (calendar, contacts, 
and tasks). 

 

Deleted – Quantity of deleted 
PIM items (Calendar, Contacts 
and tasks). 

 

PIM Cycle Start Time/End 
Time – Duration of the last 
successful PIM cycle.  

 

Last Calendar/Contact/Task 
Result – Whether or not the last 
PIM checks were successful. 

 

GO!NotifyLink/GO!NotifySync 
Version – GO!NotifyLink device 
client version or GO!NotifySync app 
version 

OS Version – device OS 

Device Type 

Device Model 

Device PIN – BlackBerry PIN 

Phone Number 

Battery Status – percentage  

Free Memory – in bytes 

SD Card Status - In Use / Empty 

Network Type 

Roaming – Yes / No 

 

Signal Level - The current signal 
strength of the device.  
BlackBerry Devices - Signal is 
measured in dBMs ranging from -
120 to -40.  Numbers closer to 0 
indicate a better signal. 
Pocket PC Devices - Signal is 
displayed as a percentage.  (Not 
available for WiFi/Wired Pocket 
PCs or Smartphones.) 

 

Last Sync - Time of the last device 
synchronization. 
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Registration Message Stats 

Another place to view user statistics is Registration Messages, which provides a view of the last set of 
registration messages sent to a user’s device.  Registration messages are used to create the account on the 
user’s device and contain account information used for communication between the device and the server. 

This tool is often used by Globo Mobile Technologies Technical Support staff for troubleshooting purposes. 

Lists of commands and messages display on the screen along with the date and time the registration 
messages were sent.  

Note:  Using Synchronize Device on the Edit User Device page will send the latest registration 
messages to the device. 

 

  Location: Select User Administration from the Administrative Web Home page. 
 Select a user, then click the Registration Msgs button. 

 

 

User Policies 
User Server Rules 

User Device Rules 

 

Notify All Users 
Notify All Users gives you the ability to send an email message to GO!NotifyLink users.  The message is 
sent to users’ email addresses.  You can send a message to all users or to a select group of users if you have 
set up user classes. 

 

Location:  Select Notify All Users from the Administrative Web console home page 

   

1. Choose a User Class or ‘Send to All 
Users.’ 

2. Enter the Subject and Message Text. 

3. Click Send. 
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Managing IT Policies 

An IT policy is a set of rules that govern:  

 What email and PIM data are synchronized 

 How the device and server handle the data 

 The extent of user access to the rules 

The policy consists of two types of rules: Server Rules and Device Rules.  There are groups of rules within 
each category: 

Server Rules Device Rules 

Access Rules ActiveSync Rules 

Calendar Sync Rules Cleanup Rules 

Contact Sync Rules Email Rules 

Control Options Emergency Calling Rules 

Notification Format Rules File List Rules 

Security Rules General Security Rules 

Signatures Lock Rules 

Task Sync Rules Password Rules 

Blocks  (at user level only) PIM Rules 

Folders  (at user level only) Push Rules 

 

The Default IT Policy is the set of rules automatically applied to all unclassified user accounts as they are 
added to the GO!NotifyLink server.   

The Default IT Policy set employs GO!NotifyLink Enterprise Server default settings for all rules and 
allows full user permissions.  The Default IT Policy cannot be deleted; however, administrators can 
edit the settings to meet corporate requirements.   

The administrator can also create other policies that can be associated with various user classes. 

 

How a policy is assigned to a user.  When a user account is added to the GO!NotifyLink server, it can be 
assigned to a user class.  The policy set associated with the user class determines the set of rules 
that govern the user account.  If a user is unclassified, the Default IT Policy set is automatically 
applied to the user’s account.  See Creating a New Policy Set for information on assigning a policy to 
a class. 

  

Policy Exceptions can be made for an individual user by editing the rules at the user level (User 
Administration > Edit User Policy).  Any policy synchronization, however, will overwrite the 
exceptions.  See Policy Synchronization below. 
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User Access to Policy Rules.  Users, who have been granted access, can also make exceptions to the rules 
for their individual account.  Users with access to server rules can make changes via the 
GO!NotifyLink Client Web.  Users with access to device rules can make changes via the 
GO!NotifyLink Preferences menu on their device.   

 Caution:  Administrators should be judicious when granting access rights to end users.  Many of the 
policy rules aid the administrator in enforcing security measures, limiting system load, and otherwise 
implementing corporate requirements.  It is wise to begin with a somewhat hardened policy and grant 
access in limited areas, on an as-needed basis. 

 

Printing and Exporting Policy Lists.  Lists from the IT Policy Management pages can be printed  or 

exported  to a spreadsheet. 

 

 
Location:  Select IT Policy Management from the Administrative Web console home page. 

 

 

Highlight the “Default” policy 
set (or a custom policy set 
you have created) and click 
Edit IT Policy. 
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Editing the Rules 

 

There are two categories of rules: Server Rules 
or Device Rules.   

Server Rules determine what information is 
synchronized from the server to the device. 

Device Rules determine what information is 
synchronized from the device to the server. 

 

 Reveal a list of the rules configurable in each 
group by clicking the to expand an individual 
group.  (See Task Sync Rules in the illustration.) 

 Edit a group’s rule settings by clicking on the 
group title. 

 

 

 

Policy Synchronization updates a single user or all users assigned to a particular set of policy rules with a 
policy’s current rule settings.   

If the “Automatic Push” option is checked, any change made to the policy set is immediately 
synchronized to user accounts governed by the policy set.  If Automatic Push is not used, the 
administrator may click the “Synchronize All Unclassified Users” button to synchronize changes.   

Any policy synchronization, whether automatic or manual, will overwrite all policy exceptions with the 
current settings of the policy rules.   

The administrator has the ability to view a list of users that have policy exceptions before 
synchronizing.  Click the beside User List. 

 For unclassified users, policy synchronization is done from the IT Policy Management page:   

IT Policy Management > (select the Default policy) > Edit IT Policy 

 For all users in a class, policy synchronization is done from the Manage User Classes page: 

User Administration > Manage User Classes > (select the user class) > Edit Class 

 For a single user, you can overwrite an individual user’s policy settings with the current settings of 
the Default policy: 

User Administration > (select a user) > Edit User Policy 
Click the Restore Policy Defaults button. 
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Creating a New Policy Set 
In addition to the Default IT Policy, administrators may create other policy sets that can then be assigned to 
user classes.  Any user in the class will then adopt the rules of the policy set associated with the class. 

Create a New Policy Set 

1. Select Manage IT Policies from the GO!NotifyLink Administrative Web Home page. 

2. Click the Add IT Policy button. 

3. Enter a Policy Name to identify the set of policy rules. 

4. Select one of your existing policy sets as a Policy Template. 

5. Click the Add Policy button. The policy is added and you will return to the IT Policy Management 
page where you will see the new policy displayed. 

6. Highlight the new policy and click the Edit IT Policy button. 

7. Edit the policy rules according to user needs or requirements.  See Server Rules and Device Rules. 

8. Click the Apply Changes button to save your changes.  Click Close to exit. 

 

Assign a Policy to a User Class 

1. Select User Administration from the GO!NotifyLink Administrative Web Home page. 

2. Click Manage User Classes. 

3. Highlight an existing user class and click the Edit Class button or create a new class by clicking Add 
Class. 

4. Under Policy Association, select the policy to associate with this user class.  

5. Pressing the Synchronize All Class Users button will update all users in the class with the current 
settings of the associated policy. 

See also Managing User Classes. 
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Managing Devices 

 

Setting Device Rules 
Device Rule settings determine what information is synchronized from the device to the server.  See Device 
Rules for further information.   

The Device Rules are as follows: 

ActiveSync Rules 

Cleanup Rules 

Email Rules 

Emergency Calling Rules 

File List Rules 

General Security Rules 

Lock Rules 

Password Rules 

PIM Rules 

Push Rules 

 

 Default Device Rules enable an administrator to define default settings for new GO!NotifyLink 
user accounts.  Access default device rules through:   
IT Policy Management > (select the ‘Default’ policy set) Edit IT Policy > Device Rules. 

 Device Rules can also be set and customized for an individual user.  Access user device rules 
through:   
User Administration > (select a user) Edit User Policy > Device Rules. 

 

 

The Device Management List 
The main page of the Device Management utility lists all enabled devices currently registered with your 
server.  From this page you can: 

 View the whole list or a subset of the list 

 Sort the list 

 Customize the list by choosing the information you want displayed 

 View Device Status and a File List for the device 
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 Use Search Options to display users that meet specific criteria 

 Send Files/Applications to a device 

The information available on the device management list is synchronized to the server from each user’s 
device on a daily basis. 

 
Location:  Select Device Management from the Administrative Web console home page. 

 

 

The Device Management Statistics 

 

 

The statistics displayed in the Device Management list are configurable and may consist of any of the 
following fields: 

Battery Status Shows percentage of battery life remaining. 

Client DeviceSAKey Unique user/device identifier assigned by the GO!NotifyLink registration 
server. 

Creation Date Date and time user account was created. 

Device Model Device model name. 

Device PIN BlackBerry PIN number 

Device Type BlackBerry, Palm, Symbian, Windows Mobile 

First Name User’s given name 
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Free Memory Device’s available memory in bytes. 

Last Name User’s surname 

Last Sync Time of last synchronization by the user. 

License Type License under which the device is registered - defined by the 
collaboration suite, server program, and device platform they support. 

Messages Pending Number of messages (email and PIM) waiting to be synchronized. 

Native PDF Reader Identifies whether a seat for the .pdf viewing application, BeamReader, 
has been allocated for the user.  (Enabled/Disabled) 

Network Type Network type used by the device. 

GO!NotifyLink 
Version 

GO!NotifyLink device client version. 

OS Version Device operating system version. 

PIN / Alias Identifies a device during registration and when it sends messages to 
the server.  Usually the user’s device phone number. 

Phone Number Device phone number. 

Push Settings Type of push synchronization device is set to use.  TIP:  Use Check 
Device Status button to see complete Push Settings. 

Roaming Yes / No 

SD Card Status In Use / NA 

Signal Level The current signal level of the device.  Palm and Blackberry devices – 
Signal is measured in dBMs ranging from -120 to -40.  Numbers closer 
to 0 indicate a better signal.  Pocket PC devices - Signal is displayed as 
a percentage.  (Not available for WiFi/Wired Pocket PCs or 
Smartphones.) 

Username User’s mail server username. 
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ActiveSync Exceptions 

ActiveSync devices do not synchronize all device management information. 

These fields will always be blank These fields show information that is not updated 

Network Type Roaming (always displays ‘No’) 

GO!NotifyLink Version Push Setting (always displays ‘Scheduled Push’) 

Phone Number* Messages Pending (always displays ‘0’) 

Battery Status  

Free Memory  

Signal Level  

*Devices synchronizing with servers supporting ActiveSync protocol versions less than 12.0. Others will display Phone Number. 

Android devices using the TouchDownTM device client display the following information 
differently: 

OS Version – displays the TouchDown device client version 

Device Model – displays “TouchDown” 

 

View a Subset of the User List 

 View the whole list or a list of users in a particular class.  Click on the pull-down list under User Class 
and select the class you wish to view.  For information on managing user classes see User Classes.  
Select List All Users to see the list in its entirety. 

 Display a list of users whose name or username begins with a particular letter.  If the name or 
username you are looking for begins with a character other than a letter, choose ‘Other’ from the 
display choices. 

 

Sort the List 

Sort the list by clicking on a column header.  The header you are currently sorting by appears in italics.  Click 
a second time on the same header and it will sort in reverse order.   

 

Print or Export the List 

You may print out  the Device Management list or export  it to an Excel (XLS) file or to a file of comma 
separate values (CSV). 
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Choose Different List Columns 

Click on the  Edit Columns link. Checkmark the columns you wish to activate and then define the order in 
which to display the columns.  You can choose to display any or all of the information listed in the illustration 
below.   

Columns selected for display are also made available as search options that can be used to narrow the list of 
users displayed on the device management list. 
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Search Options:  Displaying Users That Meet Specific Criteria 

Click Search Options located at the bottom of the Device Management page.  Any of the device 
management page column headers listed in the illustration above may be used as search options.  However, 
a column must be displayed in the device management list of users to be available as a search option.  Using 
more than one search option returns a list of users that meet ALL the criteria you used.  To return the full 
device management list, click the Reset button. 

 

 

 

Check Device Status, File List, and Send Files/Applications 

See Device Management Tools. 
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Device Management Tools 
There are several tools available from the Device Management page.  They are located below the list of 
users.  Click on the plus sign to expand the tool you wish to use. 

 

 Location:  Select Device Management from the Administrative Web console home page. 

 

Check Device Status 

Select a user from the device management list and click Check Device Status.  You will see the 
ClientDeviceSAKey, the date and time of the last activity on the device, the number of messages pending 
since a specific date and time, and the weekday/weekend push settings defined on the user’s device.  
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File List 

If the File List Setting on a user’s device is enabled a list of the files stored on a user’s device is synchronized 
to the server on a daily, weekly or monthly basis.  You can view this list by selecting a user from the device 
management list and clicking File List.  You will see a list of files available on the user’s device.  File version 
number, size, and the date and time the file list was received from the device are listed as well.  See File List 
Rules for information on enabling or changing the setting. 

 

 

 

Search Options  

See The Device Management List:  Search Options: Displaying Users That Meet Specific Criteria 

 

Send Files/Applications to a Device 

The Send Files/Applications option, available from the Device Management page, gives you the ability to 
send files and/or applications to a device.  Select a user and send a message to the device along with the 
attached applications or files.  

Note:  Notify All Users, available from the main page of the Administrative Web Console, also gives 
you the ability to send a message to all users on the server or to a select group of users if you have 
set up User Classes.  See Notify All Users for further information. 

 

1. From the Device Management page, select a user and click Send Files/Applications. 

2. Enter a Subject and Body for a message to accompany the files you are sending. 

3. Select the files you wish to attach from the pull-down list.   

Attachments must be located in C:\Program Files\NotifyLink Enterprise Server\web\Apps 

4. Click Send to send the message and attachments to the device. 
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Edit User Device 
Use the Edit User Device page to change device control information, or register the device for use with an 
attachment viewing application.  You can also view the user’s license number and authentication password 
from this page.  

Users with Multiple Devices. On GO!NotifyLink Enterprise Server versions 4.8.2, Patch 3 or greater, 
synchronizing multiple devices with a single mail account can be done using a single email address. (Older 
versions of GO!NotifyLink require the use of multiple “dummy” email addresses.) A message appears on the 
Edit User Device page indicating when a user is associated with multiple devices. Changes to device 
information affect only the device you have chosen to view.  What is entered in the Alias field appears on the 
Client and Mobile Web pages as an option in a list of the devices the user is synchronizing. 

 Location:  Select User Administration from the Administrative Web console home page.  Select a 
user and click the Edit User Device button. 
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1. View or edit the following information: 

PIN (Personal Identification 
Number) The user’s 10-
digit device phone number 
or 8-digit BlackBerry PIN. 

 

ActiveSync Solution Devices 

 

 

GO!NotifyLink Client Devices 

 

Alias Identifies a device during 
registration and when it 
sends messages to the 
server.  Can be the user’s 
device phone number or 
first and last name. 

This field is labeled “PIN” 
for BlackBerry phones with 
the GO!NotifyLink App. 
Enter the BlackBerry 
device’s PIN. 

Device Select the wireless device 
being used. If you are 
switching devices, update 
the PIN/Alias fields as well. 

Service 
Program 

Select the wireless carrier. 

Time Zone Select the time zone in 
which the device is being 
used. 

License  The GO!NotifyLink license 
that applies to this account.  
This is a view ONLY field. 

Authentication 
Password 

This is a view ONLY field, 
however, it will not display 
if you have secured the 
authentication password 
(Server Administration).  
The device uses this 
password to authenticate to 
the GO!NotifyLink 
Http/Web server when it 
retrieves messages.  You 
can change the 
Authentication Password 
from the Security Rules 
page. 
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2. Use the buttons to execute the following actions:  

Register PDF Reader Use the Native PDF Reader Registration button to register a 
BlackBerry device for use with BeamReader, a native .pdf reader 
application, which requires the purchase of a licensed 
BeamReader seat from Globo Mobile Technologies.  Once the 
seat is registered, the button displays the option to ‘Unregister.’ 

This button is only enabled when: 

-The device is a BlackBerry device and has been registered 
against the GO!NotifyLink server 
-The device is running GO!NotifyLink for BlackBerry v4.6.6 or 
greater 
-The device is running BlackBerry OS v4.5 or greater 
-A license for the PDF reader application has been purchased  
-There are available seats on the license 

 

Reload Device This option appears for ActiveSync Solution device users only and 
is not supported at all for Symbian S60,3 devices.  Reloading 
forces a new initial synchronization with the server, removing all 
items of a given type (mail calendar, contacts, tasks) from the 
device and downloads them again from the server.  This is 
intended for use as a troubleshooting tool.  

Choose the item type(s) to reload and click the Reload Device 
button. 

Synchronize Device or 
Clear Registration 

Use the Synchronize Device button to resend registration 
messages to a user’s device.  For ActiveSync device users, this 
button is labeled Clear Registration and is used when the user 
has reconfigured his/her account on a new or existing device.  
(See Synchronizing Devices /Clearing Registration for information 
on when these actions are required.) 

 

Clear All New Messages Use the Clear All New Messages button if you wish to clear any 
new messages waiting to be delivered to the user’s device. 

 

Apply Changes Click Apply Changes to save any changes made to the 
information on this page. 
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Synchronizing Devices / Clearing Registration 
Synchronizing a device resends registration messages to a user’s device. This needs to be done when the 
device needs configuration information from the user account on the server.  

Some examples of when this might be necessary are: 

 An account has been deleted on the device or the account has been moved to a new device and the 
user needs to reestablish connection with the server by reregistering. 

 There has been a change in the IP address of the GO!NotifyLink Enterprise Server or the IP address 
has been changed to a domain name. 

 The user’s GO!NotifyLink account has been moved to another server. 

 Location:  Select User Administration from the Administrative Web console home page. 

 

Synchronize All Devices   

An administrator can synchronize all GO!NotifyLink device client users on the server at once by using 
the Synchronize All Devices option on the User Administration page.   Note that even if you have 
narrowed the display list by using search or a user class, this will synchronize all users.   

This option does not synchronize ActiveSync device users. 

Synchronize a Single GO!NotifyLink Device 

You can synchronize a single user account from the Edit User Device page.  From the User 
Administration page, select a user and click the Edit User Device button.  Click the Synchronize 
Device button at the bottom of the page. 

Clear Registration for an ActiveSync Device 

ActiveSync Device users will have a button labeled Clear Registration in place of the Synchronize 
Device button.  Use this button to clear the unique identifier stored for the ActiveSync device 
registered to the user account.  Clearing this registration information will allow the device to attempt a 
reconnection and send updated information to the server.  This might be necessary if the user has 
changed devices. 

 

 

 

Synchronize a Single Device 
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Synchronize All Devices 

 

Clear Registration for an ActiveSync Device 
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Server Rules 
What are Server Rules?  Server Rules determine what information is synchronized from the server to the 
device.  IT administrators can configure the server rules from the IT Policy Management page of the 
Administrative Web and push the policies out to users in associated user classes.  A Default policy may also 
be defined for unclassified users. 

How are Server Rules assigned to a user account?  A set of server policy rules is assigned to a user’s 
account by the policy set associated with the user class to which the user belongs.  If a user is unclassified, 
the Default IT Policy set determines the user’s policy rule settings.    

The Default IT Policy Set is automatically applied to all unclassified users when their accounts are added to 
the GO!NotifyLink server.  The Default IT Policy set of rules can be edited, but not deleted. 

Policy Exceptions can be made for an individual user by editing the rules at the user level (User 
Administration > User IT Policy).  Exceptions can also be made by the user from the Client or Mobile Web, 
provided the policy rule has not been locked.  

Locking Policy Rules.  IT administrators can deny access to or lock specific server policy rules so that users 
cannot change them from the Client or Mobile Web.  This enables the administrator to enforce corporate 
policies. 

Note:  Not all rules apply to ActiveSync device users.  See the Device IT Policy Comparison chart for 
a summary of supported policies for these users. 

 

Server Rules allow you to: 

Define user permissions for the GO!NotifyLink Client Web and 
Mobile Web. 

Access Rules 

Set a synchronization range for your calendar events and 
configure control options associated with the Calendar 

Calendar Sync Rules 

Enable synchronization for your contacts and choose which 
Address Books to synchronize at the user level. 

Contact Sync Rules 

Configure options to control the Email traffic to a device and 
enable/disable PIM synchronization. 

Control Options 

Configure options for including attachment and recipient 
information and for setting size limits on email notifications sent 
to the device. 

Notification Format 
Rules 

Configure several layers of the GO!NotifyLink security system 
and remotely issue device security actions 

Security Rules 

Enter a signature to be included on every original, reply, or 
forwarded message sent from a user’s device 

Signatures 

Enable synchronization and set a synchronization range for 
tasks and configure control options associated with the tasks. 

Task Sync 

View and delete email blocks that have been issued from a 
device.  (Available at the user level only.) 

Blocks 

Choose which email folders GO!NotifyLink should monitor for 
synchronization.    (Available at the user level only.) 

Folders 

 

 

http://help.notify.net/TechDocs/device/DeviceComparison/GONL%20Device%20Comparison.pdf
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 Location: Select IT Policy Management from the Administrative Web Home page. 

 

Highlight the “Default” 
policy set (or a custom 
policy set you have 
created) and click Edit IT 
Policy.   

 

 

 

Navigating the IT Policy List: 

 
Expand an individual group by 
clicking the  to reveal a list of the 
rules configurable in that group. (See 
Task Sync Rules in the illustration.) 

Click on an individual group title to 
edit the rule settings. 
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Policy Synchronization is a way to update all users assigned to a particular set of policy rules, with the 
policy’s current rule settings.   

If the Automatic Push option is checked, any change made to the policy set is immediately synchronized to 
unclassified users.  If Automatic Push is not used, the administrator may click the Synchronize All 
Unclassified Users button to synchronize changes.   

Any policy synchronization, whether automatic or manual, will overwrite policy exceptions with the current 
settings of the policy rules.  The administrator has the ability to view a list of users that have policy exceptions 
before synchronizing. 

 

Access Rules 

Access Rules give you the ability to define user permissions for the GO!NotifyLink Client Web and Mobile 
Web, which will allow or disallow users to set their own server policy rules. 

If access is granted for a particular server policy group, the user may change any of the settings in that group 
of rules.  If access is denied, the user will be unable to access the policy group from the Client or Mobile Web.  
This enables the administrator to enforce corporate policies. 

Caution:  Administrators should be judicious when granting access rights to end users.  Many of the policy 
rules aid the administrator in enforcing security measures, limiting system load, and otherwise implementing 
corporate requirements.  It is wise to begin with a somewhat hardened policy and grant access in limited 
areas, on an as-needed basis. 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT 
Policy button.   

 Under the Server Rules heading, select 
Access Rules. 
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Check the box beside the policy groups for which you are granting access.  This enables users to edit the rule 
settings in that group or perform the function provided.  The table below gives a description of each group: 

 
Access Rule Groups If Enabled Permits Users to: 

Accounts 
Set email account information.  You may also enable a user to change the 
Display Name and/or Sender Email defined in Accounts apart from the rest of the 
account information. 

Folders Choose folders on the server side to be mirrored on the device.  

Filters Specify criteria for filtering messages that synchronize to the device. 

Block List View or delete blocked email addresses. 

Signature Change the signature for outgoing mail. 

Format Set email notification format and message body size. 

Control 
Enable/disable all PIM synchronization; enable/disable tracking and error 
information; set messaging options. 

Device 
Change device PIN, alias, service, and time zone; synchronize the device; 
change device type. 

Security 
Enable/disable encryption settings and type; change encryption key settings; 
change the authentication password. 

Statistics View email and PIM poll cycles, as well as, device statistics. 

Calendar 
Enable/disable appointment and meeting invitation synchronization, as well as set 
synchronization range. 

Contacts Enable/disable contact and address book (if supported) synchronization. 

Tasks Enable/disable task synchronization, as well as synchronization range.   
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Calendar Sync Rules 

Calendar Sync Rules allow you to set a synchronization range for your calendar events and configure control 
options associated with the Calendar. 

Note:  The following Calendar Sync Rule is configurable only at the user level:  Choose Calendar Folders  

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Server Rules heading, select 
Calendar Sync Rules. 

 

1. Synchronize appointments with the device.  Check this box to enable calendar synchronization 
from the server to the device. 

NOTE:  Enabling calendar synchronization will not work, unless you have PIM 
synchronization enabled in the Control Option Rules. 

2. Send meeting invitation messages to device.  Check this box to enable sending a notification to 
the device Inbox that allows the user to Accept or Decline a meeting.  If disabled, the event is 
synchronized to the device calendar, but a no notification is sent to the Inbox. 

NOTE: GO!NotifyLink supports the synchronization of meeting invitations between users on 
the same groupware server.  Meeting requests sent from external groupware servers may be 
synchronized as email messages, but will not initiate changes to users’ device calendars or 
provide a way for users to accept or decline the meeting. 
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3. Delete Invitations From Device.  Choose the condition(s) under which meeting invitations are 
deleted from the device Inbox.  

None All invitations remain in the Inbox.  

Only Accepted Only accepted meeting invitations are removed from device Inbox. 

Only Declined Only declined meeting invitations are removed from device Inbox. 

Only Tentative Only tentative meeting invitations are removed from device Inbox. 

Accepted/Declined Accepted/declined invitations are removed; Tentative invitations remain. 

Accepted/Tentative Accepted/Tentative invitations are removed; Declined invitations remain 

Declined/Tentative Declined/Tentative invitations are removed; Accepted invitations remain. 

All Responded Any meeting invitation to which user has responded is removed from the device Inbox. 

NOTE:  The recommendation for ActiveSync users is to use “All Responded.” 

4. Delete Declined Meetings From Server.  Sun users may check this box to send a delete notice to 
the server for meeting invitations they have declined on the device.  

5. Delete Cancelled Meetings From Server and Device.  Sun CalDAV users may check this box to 
send a delete notice to the server and device for meeting invitations that have been cancelled. 

6. Filter Meeting Response Emails from Device.  Users operating on ActiveSync devices can check 
this box to suppress the meeting response email sent directly from the ActiveSync device to the 
meeting organizer.  If enabled, the device will send only a calendar update to the organizer.  (Some 
mail servers also send a response email to the organizer.  Checking this box eliminates duplicate 
notices for the organizer.) 

7. Filter Meeting Cancel Emails From Device. Check this box to prevent meeting attendees using 
ActiveSync devices from receiving cancellation emails when an instance of a recurring meeting is 
cancelled by an iOS 6/7 or Android 4.x device user. 

8. Set the default Calendar Time Zone.  This is the time zone used when one is not specified with an 
appointment. 

9. Set the synchronization range.  Specify number of weeks prior to today and number of weeks from 
today.  The server will only send calendar items to the device that are within this time range.  A 
recurring calendar item, however, will be sent to the device as long as one occurrence is within the 
range. 
 

Weeks before today Choose from 0 to 104 weeks Default is  0 weeks 

Weeks from today Choose from 1 to 104 weeks Default is 26 weeks 
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Calendar Sync Rules Configurable at the User Level   

 

 

Choose Calendar Folders is supported for the 
following servers: CommuniGate Pro, Exchange, 
GroupWise 7 or 8, Kerio, Scalix CalDAV, Sun, and 
Zimbra. 

1. Select User Administration from the Administrative 
Web Home page. 

2. Select a user and click the Edit User Policy button. 

3. Select Calendar Sync Rules under the Server Rules 
heading, then click the Choose Calendar Folders 
button. 

4. Select the calendar folders to synchronize. 

5. For users with the GO!NotifyLink for BlackBerry 
application, choose the default calendar folder from 
the drop down list.  This is the calendar folder that 
receives new and changed calendar events from the 
device. 

6. Click the Update Calendar Folders button to save 
your changes and Close to exit. 

Contact Sync Rules 

The Contact Sync Settings allow you to enable synchronization for your contacts.  If multiple Address Books 
are supported in the collaboration suite, users can choose which Address Books to synchronize. 

Contact Categories.  Collaboration suites that support multiple Address Books use the address book names 
to map to device contact categories.  For collaboration suites that do not support multiple Address Books, a 
contact category from the server is mapped to the device contact category.  See Contact Sync Rules 
Configurable at the User Level below. 

If a contact is added to the device with a specific category, it is synchronized to the category/address book of 
the same name in the collaboration suite.  If a category/address book of the same name does not exist, it will 
be created.   

A category you create on the device is not synchronized to the server until you add a contact to that category. 

Note:  The following Contact Sync Rule is configurable only at the user level:  Choose Address 
Books.  The button is disabled when the rules are accessed from IT Policy Management. 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Server Rules heading, select 
Contact Sync Rules. 
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1. Synchronize contacts with the device.  Check this box to enable contact synchronization from the 
server to the device. 

Note: Enabling contact synchronization will not work, unless you have PIM synchronization 
enable in the Control Option Rules. 

2. Display name format. Choose how contact names created on the device will display on the server: 
Device Default; First Last; or Last, First. 

3. Click Apply Changes to save the changes and Close to exit. 

 

Contact Sync Rules Configurable at the User Level 

GO!NotifyLink can synchronize contacts from multiple address books on the Mail/PIM Server into different 
categories on the device.  It also gives users the ability to choose which address books will be synchronized.  
For example, a user may want a business contact list, but not a personal contact list synchronized to his/her 
device.  You can also set a default address book. 

NOTE:  FirstClass, MDaemon, Meeting Maker, Mirapoint, Oracle, and Sun Java Enterprise System 
collaboration suites do NOT support multiple address books.  

 

For ActiveSync users:  These devices can only synchronize one address book.  If the groupware 
server supports multiple address books, the user may choose which one will synchronize to the 
device, but they can choose only one. 

  

 

1. Select User Administration from the 
Administrative Web Home page. 

2. Select a user and click the Edit User 
Policy button. 

3. Select Contact Sync Rules under the 
Server Rules heading, then click the 
Choose Address Books button. 

4. Check the box beside each address 
book(s) you would like to synchronize. 

5. For users with the GO!NotifyLink for 
BlackBerry application, choose a default 
address book from the drop down list.  
This is the address book that receives new 
and changed contacts from the device 
which have not been assigned to a 
particular category.  

6. Select Apply Changes to save the 
changes and Close to exit. 
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Control Option Rules 

Control Options give you the ability to: 

 Configure messaging options to control the Email traffic going to a device. 

 Configure tracking, error messages, and response history.  

 Enable/disable PIM processing. 

 Location:  

 Select IT Policy Management from the Administrative Web Home page.   

 Select a policy and click the Edit IT Policy button.   

 Under the Server Rules heading, select Control Options. 

 

1. Configure email Messaging Options for new users added to the GO!NotifyLink Enterprise Server.  
Several of these options are only configurable at the user level (see chart below). 

 

 

Notification  
ON / OFF 

Use this option to turn email processing on or 
completely shut it off. 

Synchronize 
All Mail 

Check if you want all messages, read and 
unread, sent to devices.  Leave unchecked if you 
want only new unread mail sent. 

Synchronize 
Message 
Changes 

Check if you want message changes sent to 
devices.  Synchronization occurs when 
messages are marked as read or unread or 
when a message is deleted. 

Enable 
Folder 
Mirroring 

Check to enable.  When enabled, allows email 
folders selected for monitoring to be mirrored on 
the device.  Enabling this option will 
automatically enable the Synchronize Message 
Changes option. 

Enable 
Smart Read 
Status 

Check to enable.  When a message is selected 
to be sent to a device and is then marked as 
read/unread, all before the device retrieves it; 
message status is updated instead of sending a 
new notification.  Synchronize Message 
Changes must be enabled first. 

Enable 
Smart Delete 

Check to enable.  When a message is deleted 
before the device has retrieved it from the 
server, the message is not sent to the device.  
Synchronize Message Changes must be 
enabled first. 

Smart 
Retrieval 

Allows you to limit the quantity of the email 
message body pulled from the server.  If left 
unchecked, each new mail message is pulled 
from the server in its entirety.  (Can only be 
enabled if support for attachments is OFF.  See 
Notification Format Rules.)   
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Message 
Availability 

Enter the amount of time (15 –180 days) a 
message is available to the user for 
replies/forwards from the device.  Once 
messages reach the expiration date, they may 
still appear on the device, but will no longer be 
available for replies/forwards.  

Note: A similar setting for ActiveSync device 
users can be configured in Messaging Settings 
or by user class. 

 

2. Configure tracking, error messages and response history options for new user added to the 
GO!NotifyLink Enterprise Server. 

 

 

 Option  Description 

Track 
Notifications 

Check if you want to track notifications for every 
email and PIM addition, change, and deletion 
sent to a device.  This is disabled by default and 
is usually only enabled for troubleshooting 
purposes.  These notifications appear in the Sent 
Items folder of a user’s collaboration suite 
account.  

Track 
Device Mail 

Check if you want to track mail sent from a 
device, including original email, replies, and 
forwards.  Notifications are stored in the Sent 
Items folder of a user’s collaboration suite 
account.  Default setting for this rule is ON 
(recommended). 

Send Error 
Messages 

Check if you want error messages to appear on 
the device when various device processes fail.  
Error messages appear in the device mail folders 
with a red X.  Note: This option is not available 
for ActiveSync devices. 

Include 
Response 
History 

Check if you want replies to users’ messages to 
contain the original message body in the 
notification. 

ActiveSync 
Log Level 

For users registered with an ActiveSync device, 
define the ActiveSync Log Level.   Choose from 
Errors Only, Minimal, Standard, Verbose, or 
Maximum.  Log settings are for debugging and 
troubleshooting.  Administrators can set a low 
level as the default, but increase the log level at 
the user policy level to troubleshoot a single 
device.  

PIM Log 
Level 

Choose from Errors Only, Minimal, Standard, 
Verbose, or Maximum.  Log settings are for 
debugging and troubleshooting.  Log settings are 
for debugging and troubleshooting.  
Administrators can set a low level as the default, 
but increase the log level at the user policy level 
to troubleshoot a single device. 
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3. Configure the PIM option for new user added to the GO!NotifyLink Enterprise Server. 

 

 

 

Use the Enable PIM Processing checkbox to turn 
PIM processing on or leave it unchecked to 
completely shut it off.  You must also have the 
individual PIM types enabled under Calendar, 
Contact, or Task Sync Rules. 

TIP:  To enable just one or two types of PIM 
synchronization (calendar, contact, or task):  
Enable PIM here in the Control Option Rules, then 
use the Calendar, Contact, or Task Sync Rules to 
disable the individual PIM type(s) you don’t want 
synchronized. 

 

Notification Format Rules 

Notification Format Rules enable you to select the information you wish to include in email message 
notifications synchronized to a user’s device via GO!NotifyLink.  There are options for including attachment 
and recipient information and for setting size limits on email notifications sent to the device. 

Note:  Notification Body Format rules, which allow you to set size limits for email notification sent to the 
device, are only configurable at the user level.  The button is disabled when the rules are accessed from IT 
Policy Management.  

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.  

 Select a policy and click the Edit IT Policy 
button.   

 Under the Server Rules heading, select 
Notification Format Rules. 
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1. Set the Attachment Options.  This determines how attachments will synchronize. 

 Send attachments. 

- Check Send attachments to device 

- Check Sync ICS Attachments as Calendar Events (optional) to allow meeting 
invitations from outside sources.  Invitation is received as an .ics file attachment. 

 Facts about sending attachments to the device: 

- Attachment Names and Sizes are automatically sent along with the attachment.  

- You cannot enable Smart Retrieval, which limits message body size.  (See the Control 
Option rules.) 

- More bandwidth is used. 

- Attachment support is device dependent. 

 

 Send Attachment Descriptors rather than the attachment itself. 

-Leave Send attachments to device unchecked. 

-Select which Attachment Descriptors will be sent in lieu of the attachment:  

Number of Attachments Display only the number of attachments associated with the email message.   

Attachment Names Display only the names of attachments associated with the email message. 

Attachment Size 
Display the sizes of attachments.  Attachment size can be sent if you choose 
Number of Attachments or Attachment Names. 

 

 Send no attachments and no attachment information. 

-Leave Send attachments to device unchecked. 

-Select the Send No Attachment Info option under Attachment Descriptors. 

2. Check the recipient options you wish to include in the message notification. 

Recipient Type -Added to an email notification if the user is listed in the Cc or Bcc field.  
Type is not included if the user is listed as the recipient in the To field. 

List of Recipients -A list, in addition to the original email notification, is sent to the device 
showing the email addresses of recipients in the To and Cc fields.  The 
recipient list has a limitation of 2000 characters. 

 

3. Click Apply Changes to save the changes and Close to exit. 
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Notification Format Rules Configurable at the User Level 

 

1. Select User Administration from the Administrative Web Home page. 

2. Select a user and click the Edit User Policy button. 

3. Select Notification Format Rules under the Server Rules heading, then click the Notification Body 
Format button. 

4. Select the settings for email body Notification 
Size.  Choose to send the full body or specify a 
size between 1,000 and 30,000 characters 
(default: 18,000) to limit the size of the email 
notifications sent to the device.   

If you limit the email body size, select an 
additional amount users can request (using the 
MORE command) when long messages are 
truncated. Choose to send another chunk, the 
same size as the notification size, or the maximum 
30,000 characters. 

5. Click Apply Changes to save the changes and 
Close to exit. 

 

 

 

Security Rules 

Security Rules allow the administrator to configure several layers of the GO!NotifyLink security system and 
remotely issue device security actions. 

 The administrator can enable encryption for message content in the Default IT Policy or 
any customized policy they create.  Whether information originates on the server or the 
device, GO!NotifyLink encrypts data-in-motion so that it is secure in transit.  The encryption 
rules are applied to new users added to the server, but will function only if the encryption type 
is supported on the user’s device.   

 At the user level, the administrator can also change an individual user’s Device 
Authentication Password, the code used to identify the device with the web server.   

 Also at the user level, the administrator can issue remote wipe and lock actions on a lost or 
stolen device.   

Content Encryption 

Email/PIM content encryption is one of several layers of security incorporated into the GO!NotifyLink system.  
It serves to keep notifications private and foil the attempts of Internet eavesdroppers.  When a message is 
retrieved from the mail server it is encrypted before passing to the wireless device.  When it reaches the 
device it is decrypted and placed in the device’s Inbox.  The reverse is true as well.  Messages originating 
from the device, including replies and forwards, are encrypted before leaving the device and decrypted at the 
GO!NotifyLink Enterprise Server.   

The GO!NotifyLink Enterprise Server and Enterprise Client support both AES and Triple DES encryption 
algorithms.  Each is an effective encryption method for protecting data-in-motion.   

Starting with version 4.6.0, GO!NotifyLink Enterprise Servers accommodate 192 bit and 256 bit encryption 
key sizes.  New users added to the server have a 256 bit encryption key.  Users who existed prior to an 
upgrade to version 4.6.0 will still function with a 192 bit key. 
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Authentication Password 

The authentication password verifies the identity of the user/device at registration and at every 
synchronization session, providing a layer of security from the device to the GO!NotifyLink HTTP/Web server. 

TIP:  If user accounts were added with a default Authentication Password, you may wish to direct users to 
change the default to a unique password prior to registering their device.  This is not necessary, but may be 
done as an additional security measure.  Users can change the authentication password on the server 
through the Client Web: General > Security.  If the change is made after registration, users will have to update 
the Authentication Password on the device as well. 

 

Note: The following Security Rules are configurable only at the user level:   Authentication Password, 
Remote Device Security Actions 

  

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Server Rules heading, select 
Security Rules. 

 

1. Check the box under Encryption Key Rules to Enable encryption for new users.  

2. Choose the Encryption Type:  AES or Triple DES 

The encryption rules only apply if the encryption type is supported for a new user’s device.  
Encryption type can be changed for an individual user through Edit User Policy.   

A 32 byte encryption key is automatically generated when the user’s device is registered. 

3. Under Key Synchronization Rules choose whether encryption key should be automatically 
synchronized to or manually entered on the device. 

4. At Email Device Authentication Password, determine whether or not authentication passwords 
should be emailed to new users or existing users when a password is changed. 

5. Click Apply Changes to save your changes and Close to exit. 
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Security Rules Configurable at the User Level     

1. Select User Administration from the Administrative Web Home page. 

2. Select a user and click the Edit User Policy button.  

3. Under the Server Rules heading, select Security Rules. 

4.  A new encryption key may be created for the user.  Generate a random one or enter one manually.  
The Key Synchronization Rules may be altered here as well. 

5. A new authentication password may be created for the user.  Generate a random one or enter one 
manually.  Determine whether or not the new password should be emailed to the user. 

Caution:  If you are making a change to the password after the user has registered a device, 
make sure the user changes the password on the device too.  The password on the device 
must match the password on the server.  Change the password on a device from 
GO!NotifyLink Preferences > Security Settings > Authentication Settings.   
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6. Device Security.  In the event that the selected user’s device is lost or stolen, you can remotely 
enforce security options on the device in order to delete or protect the data.  A user may also initiate 
these commands from the Client Web if given access.  Use one or more of the following options:  

 

  

 

 

Clear Option Result 

Remove 
Mailbox 

Removes the user’s mailbox account 
from the device and puts the device in a 
pre-registration state. 

Clear Device 

Removes all GO!NotifyLink application 
data from the device, including 
messages, contacts, calendar and tasks.  
The device will lock requiring the 
password (set on the Password Rules 
page) for access. 

Clear Device 
and Cards 

Removes all GO!NotifyLink application 
data from the device and from any SD 
card that is inserted into the device.  
This includes all messages, contacts, 
calendar, and tasks.  The device will lock 
requiring the password (set on the 
Password Rules page) for access. 

Note:  Any file on the card that is in use 
or is read-only will be skipped over and 
left on the card.   

Last Clear Device:  When the Clear 
Device command is issued, the date and 
time the command was sent to and 
retrieved by the device is displayed.  

ActiveSync devices 

 

 

Remote 
Wipe 

This option appears instead of the three 
above when the device associated with 
the user’s account is an ActiveSync 
device.  The specifics of how Remote 
Wipe operates may vary by the model 
and operating system version of the 
device.  See device user guides for 
details. 

Last Remote Wipe received by 
device: When the remote wipe is 
issued, this message reads, “There is a 
remote wipe pending…”  Once the 
device receives the command, date and 
time are recorded here. 
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Recommended Follow Up Practices When Remotely Clearing Devices   

The success of the clear device, remote wipe, and lock device options depends on timing and 
whether or not the wireless device connects in order to receive the message.   

There are maintenance settings within the server system that will eventually remove the 
message from the database.  If this happens before the device connects and receives the 
message, the device will not be cleared/locked. 

Therefore, administrators are advised to execute ‘best practice’ measures to ensure that no 
further data gets to the device.  The best practice is to remove the user account from the 
GO!NotifyLink server.   

From the User Administration page, select the user and click the Remove User button. 

 

Note:  If an iPhone/ iPod touch/ iPad device is retrieved, the GO!NotifyLink account must be 
removed from the GO!NotifyLink server and added again before the user can restore the 
device through iTunes and re-registered the account. 

 

7. Lock Device is another device security measure that can be enforced remotely.  If a device is lost or 
stolen, an administrator can send the lock command to the device using this button.  The lock 
command is immediately sent to the device.  As soon as it receives the command, the device will 
lock, requiring the access password (set on the Lock Rules page). 

8. Click Apply Changes to save your changes and Close to exit. 

 

Signature  

The signature is included on every original, reply, or forwarded message sent from a user’s device. 

A signature entered in a default or other policy should later be updated at the user level.  Since an actual 
signature would not be appropriate to globally assign to a new user base, the administrator may opt to leave 
this blank or might enter a company name or motto, a company website or email address, a confidentiality 
statement, etc. 

Administrator’s TIP:  Advise users to update their signature in the Client Web console (Mailbox 
Properties > Signature). 

Note: When policy changes are made and pushed out automatically to users, signatures updated at 
the user level will be overwritten.  

 

 Location:  

 Select IT Policy Management from the Administrative 
Web Home page.   

 Select a policy and click the Edit IT Policy button.   

 Under the Server Rules heading, select Signatures. 

 

1. Enter the text of the default signature. 

2. Click Apply Changes to save the changes and 
Close to exit. 
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Task Sync Rules 

The Task Sync Settings allow you to enable synchronization and set a synchronization range for tasks and 
configure control options associated with the tasks. 

Note:  Zimbra users can only create tasks using Outlook connector 2003, which is supported if you are 
using a Zimbra Network Professional Edition. 

 

Note: The following Task Sync Rule is configurable only at the user level:  Choose Task Folders 
(CommuniGate Pro users only) 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy button.   

 Under the Server Rules heading, select Task 
Sync Rules. 

 

1. Synchronize tasks with the device.  Check this box to enable task synchronization from the server 
to the device.  

NOTE:  Enabling task synchronization will not work, unless you have PIM synchronization 
enabled in the Control Option Rules. 

2. Look at the next X week(s).  Set the number of weeks to look ahead at tasks.  The server 
synchronizes tasks for which the start date or due date fall into this look-ahead range. 

3. Set the default Task Time Zone.  This is the time zone used when one is not specified with a task. 

4. Click Apply Changes to save the changes and Close to exit. 

 

Task Sync Rules Configurable at the User Level    (CommuniGate Pro users only) 

 

 

1. Select User Administration from the 
Administrative Web Home page. 

2. Select a user and click the Edit User Policy 
button. 

3. Select Task Sync Rules under the Server Rules 
heading, then click the Choose Task Folders 
button.  

4. Choose the default task folder from the drop 
down list.  This is the task folder that receives 
new and changed tasks from the device. 

5. Click Update Task Folder to save the changes 
and Close to exit. 
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Blocks 

Blocks can ONLY be accessed at the user level.   

 

The GO!NotifyLink Device Client software gives a user the ability to block specific email addresses from the 
wireless device.  The user can reply to an unwanted notification by sending the BLOCK command.  Future 
notifications from that address will not be sent to the device until the block is removed.  The user can also 
unblock the address from the device by issuing an UNBLOCK <address> command or by deleting the blocks 
from the list on the GO!NotifyLink Client Web.   

Note:  The email Block feature is only supported on BlackBerry, and Symbian Series 60, 3rd Edition 
devices.  

Blocks cannot be issued from the server.  However, they can be viewed and deleted from Edit User Policy.  
To view or delete an address from the list of blocked email addresses, follow the instructions below: 

 

 

 

Location: 

 Select User Administration from the Administrative 
Web Home page. 

 Select a user and click the Edit User Policy button. 

 Under the Server Rules heading, select Blocks to view 
the list of blocked email addresses. 

 

1. To delete a block, select the email address you wish 
to delete. 

2. Click the Delete button and answer Yes to confirm 
that you wish to delete. 
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Folders 

Folders can ONLY be configured at the user level.   

 

 

Location: 

 Select User Administration from the 
Administrative Web Home page. 

 Select a user and click the Edit User Policy 
button. 

 Under the Server Rules heading, select 
Folders. 

 

Folder Selection gives you the ability to choose 
which email folders you want GO!NotifyLink to 
monitor.  The folders selected become part of a list 
that GO!NotifyLink uses each time it checks a 
user’s mailbox for mail.  Any mail found in the 
selected folders is sent to the device Inbox, unless 
Folder Mirroring has been enabled. 

 

Folder Mirroring   If enabled, Folder Mirroring 

gives you the ability to mirror on the device, the 
folders you have selected to be monitored.  Instead 
of mail from the selected folders going into the 
device Inbox, it is distributed to folders on the 
device that mirror the user’s collaboration suite 
mailbox folders.   

You can enable or disable Folder Mirroring, at the 
user level, via the Control Option rules.   

If you have a large number of folders, but you only 
want mail synchronized from your Inbox, you may 
want to select “Inbox Only.”  This speeds up the 
process of checking the mailbox since 
GO!NotifyLink will not have to browse through a list 
of folders. 

 

Check the Server for Folder Updates 

Folder changes (adds/deletes) that have been made in the user’s collaboration suite account will not appear 
in the selection list until you click the Check Mail Server for Folder Updates button.  The folder selection list 
will then be updated when the next successful Mailbox check is completed.   

Once you initiate the update, exit the Folders page and wait until the next mailbox check is completed.  (View 
User Statistics to check the Time Mailbox (was) Last Checked.)  Then go back to the Folders page and 
make your folder selections. 
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Select the Folders to Be Monitored 

1. Select User Administration from the Administrative Web Home page. 

2. Select a user, then click the Edit User Policy button. 

3. Under the Server Rules heading, select Folders. 

4. Choose a folder display option: 

Show INBOX 
only 

Choose if you only want mail from 
the Inbox monitored.  Click the Apply 
Changes button to update the 
display. 

If you choose to monitor only the Inbox, mail 
from the user’s collaboration suite Inbox 
syncs to the device Inbox. 

Show top 
level folders  

Choose if you want to display and 
choose from only top-level folders 
(no subfolders).  Click the Apply 
Changes button to update the 
display. 

If Folder Mirroring is OFF, mail from selected 
folders is synced to the device Inbox. 

If Folder Mirroring is ON, selected folders 
and mail from the selected folders are 
synced to folders mirrored on the device. 

Show ALL 
folders 

Choose if you want to display and 
choose from all available folders.  
Click the Apply Changes button to 
update the display. 

If Folder Mirroring is OFF, mail from selected 
folders is synced to the device Inbox. 

If Folder Mirroring is ON, selected folders 
and mail from the selected folders are 
synced to folders mirrored on the device. 

 

5. Check the box beside each folder you want GO!NotifyLink to monitor.   

Read the following notes about selecting folders: 

 If Folder Mirroring is OFF, you can choose any folder or subfolder.  Mail from selected folders 
will sync to the device Inbox.  

 If Folder Mirroring is ON, you must select parent folders in order to make subfolders available 
for selection.  Mail from selected folders will sync to the mirrored folder on the device. 

 You are limited to selecting a total of 100 folders. 

 If you select the Sent Items or Deleted Items folder, enable Folder Mirroring in Control 
Options.  Otherwise, sent and deleted items will all sync to the device Inbox. 

 If the Sent Items folder is selected and Track Notifications (Control Options) is enabled for 
troubleshooting purposes, the tracking notifications will appear on the user’s device.  To 
prevent the notifications from appearing on the device, create a filter that holds email sent to 
“*@nlpoll.notify.net” 

6. Click Apply Changes to update the folder monitoring list and Close to exit. 
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Device Rules 
What are Device Rules?  While Server Rules determine what information is synchronized from the server to 
the device, Device Rules determine what information is synchronized from device to the server.   

How are Device Rules assigned to a user account?  A set of device policy rules is assigned to a user’s 
account by the policy set associated with the user class to which the user belongs.  If a user is unclassified, 
the Default IT Policy set determines the user’s policy rule settings.    

The Default IT Policy Set is automatically applied to all unclassified users when their accounts are added to 
the GO!NotifyLink server.  The Default IT Policy set of rules can be edited, but not deleted. 

Policy Exceptions can be made for an individual user by editing the rules at the user level (User 
Administration > User IT Policy).  Exceptions can also be made by the user from the device, provided the 
policy rule has not been locked.  

The GO!NotifyLink Device Client software allows users to customize (make exceptions to) the device policy 
rules through the Preferences menu on their device.  Rule settings changed on the device will overwrite rule 
settings on the server.  If a policy rule has been locked by the administrator, however, the user will not have 
the ability to change it from his/her device. 

Locking Policy Rules.  IT administrators can lock the device policy rules so that users cannot change them 
on the device.  This enables the administrator to enforce corporate policies. 

ActiveSync Device Rules.  Rules for ActiveSync devices are configured separately from those configured for 
devices operating with the GO!NotifyLink device client.  See ActiveSync Rules.  For a summary of policies 
supported for ActiveSync devices, see the Device IT Policy Comparison chart. 

 

Device Rules allow you to: 

Enforce or disable security policies on ActiveSync devices. ActiveSync Rules 

Configure settings for how and when email is deleted from user 
devices. 

Cleanup Rules 

Define how devices will process email in the device Inbox. Email Rules 

Enable/disable emergency calling for devices and set police, 
fire, ambulance and other emergency call phone numbers. 

Emergency Calling 
Rules 

Synchronize a list of the files stored on the device to the server 
on a daily, weekly, or monthly basis. 

File List Rules 

Enable/disable data-at-rest encryption for data stored in the 
device database containing all GO!NotifyLink email data and on 
the device storage disk. 

General Security 
Rules 

Set the policies for the device security lock parameters. Lock Rules 

Define the security password that unlocks a device. Password Rules 

Define which type(s) of PIM items (calendar, contacts, tasks) to  
synchronize to the server. 

PIM Rules 

Define the type of synchronization for devices and how often 
devices synchronize with the GO!NotifyLink server. 

Push Rules 

 

 Location: Select IT Policy Management from the Administrative Web Home page. 

http://help.notify.net/TechDocs/device/DeviceComparison/GONL%20Device%20Comparison.pdf


GO!NotifyLink Enterprise Server Administrative Web Guide Managing Devices    103 

 

Highlight the “Default” 
policy set (or a custom 
policy set you have 
created) and click Edit IT 
Policy.   

 

 

 

Navigating the IT Policy List: 

Expand an individual group to reveal 
a list of the rules configurable in that 
group.  (See Cleanup Rules in the 
illustration.) 

Click on an individual group title to 
edit the rule settings. 
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Policy Synchronization is a way to update all users assigned to a particular set of policy rules, with the 
policy’s current rule settings.   

If the Automatic Push option is checked, any change made to the policy set is immediately synchronized to 
unclassified users.  If Automatic Push is not used, the administrator may click the Synchronize All 
Unclassified Users button to synchronize changes.   

Any policy synchronization, whether automatic or manual, will overwrite policy exceptions with the current 
settings of the policy rules.  The administrator has the ability to view a list of users that have policy exceptions 
before synchronizing. 
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ActiveSync Rules 

 

ActiveSync Rules allow administrators to enforce or disable security policies on ActiveSync devices.   

Enabling the Enforce Policies On Device option enforces the security policies that are set here and that are 
supported on the ActiveSync device*.  The enforce option is enabled by default. 

If this option is disabled: 

 Policies will not be sent to newly registered  ActiveSync devices  

 Policy changes will not be sent to existing ActiveSync devices 

 Remote Wipe messages will not be sent to ActiveSync devices  

 

 *A device’s ability to support these rules will determine whether they are enforced on the device.  To see the 
rules that are supported by each device, please reference the policy comparison chart. 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Device Rules heading, select 
ActiveSync Rules. 

 

 

 

Note: Password strengths and character 
pattern requirements may vary for ActiveSync 
devices and may even be subject to device 
model and the operating system version on 
which a device runs.  Differences are noted in 
GO!NotifyLink ActiveSync Solution guide for 
the particular device model. 

Note:  Passwords for ActiveSync devices are 
set on the device and cannot be set from the 
server side.  In addition, the device does not 
send up its password information to the 
server. 

 

 
  

http://help.notify.net/TechDocs/device/DeviceComparison/GONL%20Device%20Comparison.pdf
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1. Set the policies for ActiveSync devices: 

Setting Description Defaults 

Maximum 
Inactivity 
Timeout 

Number of minutes before the device locks due to inactivity.  This 
is a maximum value for ActiveSync devices.  Example: If set to 10 
minutes, the ActiveSync device allows the user to set Inactivity 
Timeout on the device to any value up to 10 minutes. Set at 1-60 
minutes. 

Exception: Maximum Inactivity Timeout for iOS devices is 5 
minutes.  If set to a greater value here, users will still be limited to 
setting Inactivity Timeout on the device to a maximum value of 5 
minutes. 

Disabled, 

10 (when 
enabled) 

Wipe on Failed 
Unlock Attempts 

Number of failed unlock attempts allowed before the device is 
wiped. Set at 4-16 attempts. 

Disabled 

10 (when 
enabled) 

Password 
Expiration 

Number of days before a password expires. Set at 1-730 days. Disabled 

90 (when 
enabled)  

Password 
History 

Stores recently used passwords and prevents user from reusing 
passwords too soon. Set to store 1-50 passwords. 

Disabled 

12 (when 
enabled) 

Minimum 
Password 
Length 

The minimum number of characters required for passwords.  Set 
at 4-16 characters. 

Enabled 

8 (when 
enabled) 

Allow Simple 
Password 

Allows passwords with a repeating character pattern. Enabled 

Require 
Alphanumeric  
Password 

Requires a password that contains both alphabetic and numeric 
characters.  Set Minimum Number of Complex Characters 
(symbol characters), as well, if desired. Set at 1-4 complex 
characters. 

Disabled 

1 (when 
enabled) 

Require Storage 
Card Encryption 

Encryption of all files on device storage card. Disabled 

Require Device 
Encryption 

Encryption of GO!NotifyLink data-at-rest on the device. 

Note:  If this rule is enabled, iOS device models that do not 
support hardware encryption and are running iOS 3.1 or higher, 
may be unable to synchronize.  (For example: iPhone 3G and 
iPod touch 2nd generation.) 

Android devices require OS 3.0 or higher to support encryption. 

Disabled 

Allow Camera 
Enable/disable ability to use device – enforces memory 
availability. 

Enabled 

2. Click Apply Changes to save the changes and then Close to exit. 
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Cleanup Rules 

 

Cleanup Rules control how and when email is deleted from user devices.  The settings are conditions for 
automatic deletion of email in the device Inbox and any custom folder created on the server and mirrored to 
the device.  Options give you the ability to include unread mail and/or unacknowledged meetings in the 
cleanup. 

If the Trash Folder is enabled (via Email Rules), items selected for cleanup are placed in the Trash folder and 
remain there until the next day’s cleanup, when they are permanently deleted.  Cleanup routines run daily, at 
a time you specify, so the trash folder will always have one day’s worth of cleanup items in it.  This means 
users have 24 hours from the time the cleanup routine runs to retrieve items placed in the Trash. 

Prevent users from changing a setting.   The Cleanup Type option can be locked by marking the checkbox 
in the “Locked” column. 

Note:  Automated Cleanup uses the trash folder only if the Trash Folder option is enabled in Email 
Rules.  Otherwise, email selected for cleanup is immediately and permanently deleted. 

Note:  The cleanup routine deletes local email only and does not affect email on the server. 

Note:  Message Availability (set in the Server Rules, Control Options) defines how long messages 
are available for replies/forwards from the device.  If monthly cleanups are chosen, but availability is 
less than one month, some messages will still be viewable on the device, but will not be available for 
replies or forwards. 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Device Rules heading, select 
Cleanup Rules. 

 

1. Choose the Cleanup Type.  This is a mail synchronization range – the time period during which 
messages are available on the device.  Choose: None / Daily / Weekly / Monthly. 

None Automatic email cleanups are not performed. 

Daily 

Keeps a day’s worth of email in the Inbox or custom 
folder.  Automatic cleanup will occur daily for email over 
one day old.  (EX: Cleanup performed at 7 am on 
Tuesday cleans up email received prior to Monday 7 am.) 

Weekly 

Keeps a week’s worth of email in the Inbox or custom 
folder.  Automatic cleanup will occur daily for email over 
one week old.  (EX: Cleanup performed at 7 am on Jan. 
21st cleans up email received prior to 7 am on Jan. 14th.) 
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Monthly 

Keeps a month’s worth of email in the Inbox or custom 
folder.  Automatic cleanup will occur daily for email over 
one month old.  (EX: Cleanup performed at 7 am on May 
9th cleans up email received prior to 7am on April 9th.) 

 

2. In the Time field, enter the time of day the device should run the email cleanup procedure.  Enter in 
military format.  Ex. 11:15 pm = 23:15 

3. If you want unread email included in the cleanup, check the box beside Cleanup Unread Items. 

4. If you want unacknowledged meeting invitations included in the cleanup, check the box beside 
Cleanup Unacknowledged Meeting Requests. 

5. Click Apply Changes to save the changes and then Close to exit. 

 

Email Rules 

Email Rules allow you to define how the device will process email in the device Inbox and any custom folder 
created on the server and mirrored to the device. 

Prevent users from changing a setting.   Any of the options can be locked by marking the checkbox in the 
“Locked” column. 

 

 

 

 Location:  

 Select IT Policy Management from 
the Administrative Web Home 
page.   

 Select a policy and click the Edit IT 
Policy button. 

 Under the Device Rules heading, 
select Email Rules. 

 

1. Set options to determine how email will be handled: 

Sync Reads 

Messages read in the device Inbox will be marked as Read 
on the server.  Answer Yes to activate, Prompt to give user a 
choice to mark each message as read or not.  (The Prompt 
option is not supported on Windows Mobile devices.) 

Sync Deletes 

Messages deleted on the device will be deleted on the 
server.  Answer Yes to activate, Prompt to give user a 
choice to delete or not.  (The Prompt option is not supported 
on Windows Mobile devices.) 
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Notification 
Alert 

Check the box to activate:  Device will show a pop-up alert 
every time new email or PIM data is received. 

Use Trash 
Folder 

Check this box to send items to the Trash folder when they 
are deleted (manually or via the Cleanup routine).  Leave 
unchecked to permanently remove items from the device 
when they are deleted.  Sent email and sent commands can 
also be affected by this setting (see Track Sent Items below). 

Note: Automated Cleanup Rules are governed by this option 
as well.  (Cleaned up email will bypass the trash folder when 
this option is disabled.) 

Track Sent 
Items 

Determines whether sent Emails/Commands are tracked or 
deleted.   

All:  Sent Emails and Commands are placed in the Sent 
Items folder.   
Email:  Only sent Email is placed in the Sent Items folder.  
Commands are sent to the Trash folder (if used – 
permanently deleted if not used). 
Commands:  Only sent Commands are placed in the Sent 
Items folder.  Emails are sent to the Trash folder (if used – 
permanently deleted if not used). 
None:  Sent Emails or sent Commands are placed in the 
Trash folder (if used – permanently deleted if not used). 

 

2. Click Apply Changes to save the changes and then Close to exit. 
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Emergency Calling Rules 

When a GO!NotifyLink security lock is activated on a device, via either the Inactivity Timeout or Challenge 
Timeout, users may still make emergency calls from the device if the Emergency Call feature is enabled.  Up 
to four selectable emergency speed dial buttons may be configured. 

When the Emergency Call feature is enabled and the device locks, the security lock dialog displays the 
Emergency Call button.  To make an emergency call, the user can select the button and then initiate 
emergency number dialing by selecting one of the speed dial buttons that has been configured through these 
settings. 

 
Sample security lock dialog when  
Emergency Call feature is enabled 

 
Sample Emergency Call  

speed dial buttons 

When the Emergency Call feature is enabled, the user will be prompted to edit the emergency number fields 
when: 

 He/she turns on Inactivity Timeout or Challenge Timeout. 

 He/she changes the time zone setting on the device. 

Prevent users from changing a setting.   The option can be locked by marking the checkbox in the 
“Locked” column. 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Device Rules heading, select 
Emergency Call Rules. 

1. Enable Emergency Calling by checking the On box.   

2. Enter a phone number for each of the emergency call speed dial buttons.  The default phone number 
for each is 911. 

 Police 

 Fire 

 Ambulance 

 Other 

3. Click Apply Changes to save and then Close to exit. 
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File List Rules 

If the File List Setting on a user’s device is enabled, a list of the files stored on the device is synchronized to 
the server on a daily, weekly, or monthly basis.   

You can view a user’s file list from the Device Management page by selecting a user and then clicking File 
List.  You will see the most recent list of files sent from the user’s device. 

Prevent users from changing a setting.   The option can be locked by marking the checkbox in the 
“Locked” column. 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Device Rules heading, select 
General Security Rules. 

 

1. Choose Never, Daily, Weekly, or Monthly for the Send Frequency. 

2. Click Apply Changes to save and then Close to exit. 

 

General Security Rules 

The General Security Rules allow you to enable data-at-rest encryption for BlackBerry users.  Choose from 
several strength levels to encrypt GO!NotifyLink email data stored in the device database and all data on the 
device storage disk. 

Higher levels of encryption are more processor intensive.  On some devices, when using higher levels of 
encryption, users may experience a slight delay (several seconds or less) while opening and closing email. 

 Note:  BlackBerry users must have an unlock password set when data-at-rest encryption is enabled.   

Prevent users from changing a setting.   The option can be locked by marking the checkbox in the 
“Locked” column. 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy button.   

 Under the Device Rules heading, select File List 
Rules. 
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1. Enable Email at Rest Encryption by selecting an encryption strength: 

 Secure – 128-bit encryption 

 More Secure – 192-bit encryption 

 Most Secure – 256-bit encryption 

2. Click Apply Changes to save and then Close to exit. 

 

Lock Rules 

 

Lock Rules gives you the ability to set the policies for the device security lock parameters.  Each lock 
parameter can be enabled/disabled and each can be locked to prevent users from changing the setting from 
their device. 

These features can automatically secure a device in the event that it is lost or stolen.  When a lock is initiated, 
entering the password, defined in Password Rules, unlocks the device. 

Prevent users from changing a setting.   Any of the options can be locked by marking the checkbox in the 
“Locked” column.   

Note: The following affects users with a device client older than v4.6.0 at the time of an upgrade to 
GO!NotifyLink Enterprise Server v4.6.0 or greater.  For these users, the Locked status for the 
Inactivity Timeout field defaults to whatever the Locked status of the Lock Timeout field was in the 
v4.5.x device client. 

Enable/Disable the Lock Settings.  Each of the Lock Rule settings are optional and can be enable/disabled 
by marking/unmarking the checkbox in the “On” column. 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT 
Policy button.   

 Under the Device Rules heading, select 
Lock Rules. 
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1. Set the lock policies for devices. 

Lock Setting Description Limits Default 

Inactivity Timeout 

▼ 
Interval (in minutes) 

Check to enable and enter number of minutes 
before the device locks due to inactivity.  Must 
be less than the Challenge Timeout. 

 

1-60 min 10 

Challenge Timeout 

▼ 
Timeout (in minutes) 

Check to enable and enter the number of 
minutes before the device locks.  This lock is 
initiated regardless of inactivity and is intended 
to challenge the use of the device if it is lost or 
stolen.  It must be greater than the Inactivity 
Timeout. 

10-300 min 60 

Password Echo 

▼ 
Number of attempts 

Check to enable and enter the number of 
password entry attempts before the last 
password typed is unmasked.  This serves to 
inform a user of the entry error he is making (i.e. 
caps lock is on, transposing characters, etc.)  It 
should be less than the Wipe on Failed Unlock 
Attempts. 

1-15 times 9 

Wipe on Failed 
Unlock 

▼ 
Number of attempts 

Check to enable and enter the number of failed 
unlock attempts before all Email and PIM data 
(calendar, contacts, tasks) is wiped from the 
device.  This limits the chances an unauthorized 
user has to guess a password.  

5-15 times 10 

Duress Notification 

▼ 
Email 

Check to enable and enter an Email address to 
which a duress notification will be sent.  To 
prevent a response to the duress notification, 
the email address should be active and should 
never have an out-of-office reply set. 

User activates the duress notification if he/she is 
forced to unlock the device under duress by 
entering the password in an altered format 
(move first character of the password to the 
end).  EX: If lock password is “guarddog”, the 
duress password is “uarddogg”. 

A high priority Email notification is sent to the 
specified Email address with the Subject: 
“GO!NotifyLink Duress Notification.”  The 
notification is completely hidden from view.  It 
does not appear in the Outbox, Sent Items, or 
Deleted Items folders.   

Email 
address 
format 

None 

Lock Message The message that displays on the device screen 
when a lock is imposed. 

500 
characters 

If found 
please… 

2. Click the Apply Changes button to save your changes and Close to exit 
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Password Rules 

Password Rules is used to define the security password that unlocks a device.  Since security passwords 
should be user specific, set a temporary password with which each new user will start out.  Then instruct 
users on how to personalize the password from the device. 

This password unlocks the Inactivity and Challenge Timeouts, as well as the Security Settings on the device.  
It is also used, in an altered format, for Duress Notification.  (See Lock Rules for more on these features.) 

Several options can be set for the password as well. 

 Assign a password strength.  This will enforce the use of passwords that meet the level of 
complexity your corporate security policy requires.  The user will have to choose passwords that meet 
pattern requirements.  

 Assign an expiration period for passwords.  A reminder is issued prior to expiration and a prompt 
to change the password appears upon expiration.  This is an optional feature. 

 Store a password history.  You can have a password history stored on the device so that users do 
not repeat the use of a particular password too soon.  This is an optional feature. 

 Prevent users from changing a setting.  Any of the options can be locked by checking the box in 
the “Locked” column.   

Note: The following affects users with a device client older than v4.6.0 at the time of an 
upgrade to GO!NotifyLink Enterprise Server v4.6.0 or greater.  For these users, the Locked 
status for the Inactivity Timeout field defaults to whatever the Locked status of the Lock 
Timeout field was in the v4.5.x device client. 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Device Rules heading, select 
Password Rules. 

 

1. Enter a Password.  This password will unlock the Inactivity and Challenge Timeouts, as well as the 
device’s Security Settings.  It is also used, in an altered format, for Duress Notification. The password 
is case sensitive and must meet the criteria of the Password Strength. 
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2. Select the Password Strength.  This determines the password’s level of complexity and will require 
users to create passwords that meet character pattern requirements.  Choose from the following 
options:  

Password Strength Character Pattern Requirements 

Minimal Must be 4 to 20 characters of any type. 

Weak Must be 8 to 20 characters. 

Moderate Must be 8 to 20 characters and include 1 letter and 1 number. 

Strong 
Must be 8 to 20 characters and include 1 letter, 1 number and 1 
special character (! ? #, etc.). 

Very Strong 
Must be 8 to 20 characters and include 1 uppercase letter, 1 
lowercase letter, 1 number, and 1 special character (! ? #, etc.). 

 

3. Enable or disable the Password Expiration and enter the Number of Days before a password 
expires in the range of 30 to 365 days.  If enabled, fifteen days prior to the expiration, users will be 
reminded that their password will expire in 15 days.  When the password expires, the device locks.  
Users can unlock it with the current password, then create a new password at the prompt. 

4. Enable or disable the Password History and enter the Number of Passwords.  If enabled, this 
feature prevents users from reusing passwords too soon.  You can choose to store anywhere from 10 
to 100 passwords.  EX: If the number of stored passwords is 10, users will not be able to use the past 
ten passwords.  When they create the 11th password, the oldest stored password becomes available 
for use again. 

5. Click the Apply Changes button to save your changes and Close to exit. 
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PIM Rules 

 

Set default PIM Rules for devices.  PIM Rules give you the ability to choose which type(s) of PIM items 
(calendar, contacts, tasks) you want synchronized to the server.  Any additions or changes made on the 
device will be sent to the server if you have checked the box next to a PIM item type.   

PIM Rules also offer the option to enable the PIM Change Summary, which sends information to the device 
Inbox summarizing the additions, changes, or deletions that have been downloaded from the server.  PIM 
Change Summary notifications can be useful for a user whose appointments or tasks are sometimes updated 
by secretarial or supervisory staff.  It can also be useful for troubleshooting and the use of it is often 
recommended under these circumstances. 

Prevent users from changing a setting.   Any of the options can be locked by marking the checkbox in the 
“Locked” column. 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT Policy 
button.   

 Under the Device Rules heading, select PIM 
Rules. 

 

1. Set options to determine how PIM items are handled: 

Sync Contacts 
If checked, contact additions/changes/deletions made on the device are 
synchronized to the server. 

Sync Calendar 
If checked, calendar additions/changes/deletions made on the device are 
synchronized to the server. 

Sync Tasks 

If checked, task additions/changes/deletions made on the device are 
synchronized to the server.  Note: Zimbra users can only create tasks 
using Outlook connector 2003, which is supported if you are using a 
Zimbra Network Professional Edition. 

Synchronization 
Pop-ups 

Applies to BlackBerry Phone devices only.  Check the box to activate:  
Device will show a pop-up alert every time new PIM data is synchronized. 

PIM Change 
Summary 

If checked, sends information to the device Inbox summarizing 
additions/changes/deletions downloaded from the server. 

 

2. Click Apply Changes to save the changes and then Close to exit. 
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Push Rules 

Push Rules give you the ability to choose the type of synchronization for devices and how often devices 
synchronize with the GO!NotifyLink server.  There are separate settings for weekdays and weekends.  
Synchronization can be turned off, set for all day, or set for intervals. 

Prevent users from changing a setting.   Any of the options can be locked by marking the checkbox in the 
“Locked” column. 

 

 

 

 Location:  

 Select IT Policy Management from the 
Administrative Web Home page.   

 Select a policy and click the Edit IT 
Policy button. 

 Under the Device Rules heading, select 
Push Rules. 

 

1. Select the Push Type.  Choose Scheduled Push or Direct Push. 

Note: For BlackBerry, Direct Push is supported on devices that have also been provisioned 
for TCP by the carrier network.  Devices provisioned for BIS or WAP, support scheduled push 
but not direct push synchronization. 

a. For Scheduled Push, define the following: 

Weekday 
Settings 

Set to None, Interval, or All Day to determine when the device 
will synchronize Mondays through Fridays.  Default is Interval. 

Weekend 
Settings 

Set to None, Interval, or All Day to determine when the device 
will synchronize on Saturdays and Sundays.  Default is Interval. 

Push 
Frequency 

If you have set weekdays/weekends to All Day or Interval, enter 
the number of minutes between synchronizations (valid entry = 1 
to 90 minutes).  Default is 5 minutes, resulting in the device 
synchronizing every 5 minutes. 
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Range 

If you have set weekdays/weekends to Interval, choose the 
times you wish the synchronization to start and end.  Times 
must be within one 24-hour period.  Defaults are 7:00 to 19:00, 
resulting in the device synchronizing from 7 AM to 7 PM. 

b. For Direct Push, define the following: 

Direct 
Push 
Timeout 

Time limit for a direct push session.  The time limit is determined 
by the shortest timeout in the network path.  It is recommended 
that all timeouts in the network path match or exceed the direct 
push timeout.  Default is 15 minutes. 

Weekday 
Settings 

Set to None, Interval, or All Day to determine when the device 
will synchronize Mondays through Fridays.  Default is Interval. 

Weekend 
Settings 

Set to None, Interval, or All Day to determine when the device 
will synchronize on Saturdays and Sundays.  Default is Interval. 

Range 

If you have set weekdays/weekends to Interval, choose the times 
you wish the synchronization to start and end.  Times must be 
within one 24-hour period.  Defaults are 7:00 to 19:00, resulting in 
the device synchronizing from 7:00 AM to 7:00 PM. 

 

2. Click Apply Changes to save the changes and then Close to exit. 
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System Monitoring 

System Monitoring employs a series of health monitoring jobs that are run by the GO!NotifyLink Enterprise 
Server Monitor Service.  The System Monitoring page on the Administrative Web Console displays a list of 
the jobs and allows you to configure job parameters.   

The majority of the monitoring jobs serve to ‘cleanup’ the GO!NotifyLink database by deleting old records.  
Other jobs monitor statistics or perform system checks.  Each job runs at a scheduled time.  Several of the 
jobs send a report to the administrator email address (defined in each job) on a regular basis, but most send 
their reports only when an error has been detected. 

The Standard monitoring jobs are enabled and running by default.  Their logging and error message features 
are also enabled by default.  You should NOT disable any of the Standard monitoring jobs.  You can 
adjust the scheduling and parameters associated with each job, however, the default settings are sufficient for 
most systems.  Best practice – sit back and let them work! 

Custom monitoring jobs are all disabled by default.  You must edit the status of each custom job to enable it. 

 

Location:  Select System Monitoring from the Administrative Web console home page. 

 

 

View the List of the System Monitoring Jobs 

Select System Monitoring from the Administrative Web.  The main System Monitoring page displays an 
alphabetical list of the jobs.  The list contains columns of information including: 

  

Enabled Status 
Shows whether the job is Enabled or Disabled.  All 
should be enabled. 

Last Executed Shows the last time the job ran. 

Next Scheduled Shows the next time the job will run. 

Logging 
Yes/No.  If enabled the job continuously updates a log 
file with statistics and job results.  (Recommended 
that you keep this enabled.) 

Send Error Report 
Yes/No.  If enabled the job sends any error messages 
to the GO!NotifyLink administrator email.  
(Recommended that you keep this enabled.) 

Job Email 
Address 

The administrator email address to which reports and 
error messages are sent for the job. 
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Sort, Print, or Export the Job List 

Sort the list by clicking on a column header.  The header you are currently sorting by appears in italics.  Click 
a second time on the same header and it will sort in reverse order. 

You may print out  the System Monitoring Job list or export  it to an Excel (XLS) file or to a file of 
comma separate values (CSV). 

 

Edit the Configuration of a Job 

To adjust the parameters of a job, select a job and click Edit Job.  You can configure the following 
aspects of the jobs: 

 

 

 Enable/Disable the job 

 Designate administrator email address to which 
reports and error messages will be directed or 
check the Use Admin Email Address box to 
automatically use the administrator email address 
defined in Server Administration > Messaging 
Settings within the administrative web console. 

 Set the schedule 

 Enable/Disable logging 

 Enable/Disable error reports 

 Set optional parameters (for example: age of 
records for cleanup jobs, fragmentation level, etc.) 

 

 

An Overview of the Jobs 

There are Standard and Custom monitoring jobs in the list. You should not disable any of the Standard 
monitoring jobs.  Custom jobs are optional and must be enabled if you wish to run them.  They are not 
automatically turned on at installation as are most of the Standard jobs. 

 

Standard Monitoring:  The Cleanup Jobs  

All of the cleanup jobs are Standard monitoring jobs.  Any job designated by its name as a “Cleanup,” deletes 
old records from the GO!NotifyLink database.  These jobs run once a day (the default) and rarely generate 
error report messages.  Most have parameters that allow you to set the age of the records to be deleted.  The 
default settings, however, are sufficient for most systems. 
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More Standard Monitoring Jobs 

 Gleaner Checkpoint Length.  Checks for users that have been gleaning for more than 20 minutes.   

Default Setting = Runs every minute 

Sample Email: 

The following users have been Gleaning for over 20 minutes: 
johndoe  2014-10-09 16:27:53  user.test.notify.net 

 

 Gleaner Status Failures.   Checks Gleaner Status for the most recent successful glean for the entire 
system (any user).  If the most recent successful glean was more than 15 minutes ago, an error is 
sent to the Administrator. 

Default Setting = Runs every 3 minutes 

Sample Email: 
Last successful glean occurred       2762 seconds ago. 

 

 HWP Message Warning.   Checks the count of HWP records that haven’t been retrieved by the device for 
each user.  An email is sent to the Administrator warning when there are ‘n’ new messages for any 
user. The number of new messages used to trigger a warning is configured in the job parameter.  
Records that haven’t been retrieved could indicate that the device is turned off or out of coverage. 

Default Settings = Runs every day, Reports when message count reaches 100 

Sample Email: 

The following ClientDeviceSAKeys have exceeded 100 new messages in the HWP table. 
This may indicate that the device is turned off or out of coverage. 

ClientDeviceSAKey:      100138          New Messages:   124 

 

 Index Defragmentation.  Checks the fragmentation level of all indexes for the tables in the 
NLES_IMAP4_POP3 database.  If the fragmentation level is greater than the specified allowance, the 
index is defragmented. The percentage of fragmentation allowed is configured in the job parameter. 

Default Settings = Runs every day, Defragments if fragmentation reaches 10% 

 

 GO!NLES Statistics.  Reports usage statistics for the system and/or individual users.  You can set a job 
parameter to run the report for usage totals, all users’ stats, or both.  Be aware that choosing the User 
report or Both reports will produce a lengthy message when you have a large quantity of users.   

When you request user stats, the users are listed by activity rank which is calculated by summing 
each user’s: 

 -Appointments: new/changed/deleted 
 -Tasks: new/changed/deleted 
 -Contacts: new/changed/deleted 
 -Email notifications sent to device 
 -Originations, Replies, and Forwards sent from device 

Default Settings = Runs every day, Runs the Totals report 

Sample Email: 
Stats for all users since October 09 201412:01AM 
 
Total Users:      8 
Total Emails Sent from Device:      1 
Total Emails Forwarded from Device:      0 
Total Emails Replied to from Device:      0 
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Total Notifications Sent to Device:      2 
Total Emails Read on Device:     1 
Total Emails Deleted on Device:      0 
Total Attachments Sent:     18 
 
Individual user stats since October 09 2014 12:01AM 
 
ClientDeviceSAKey:  128934 
 Name: Jimmy Stewart 
 User Activity Rank:      10 
 Emails Sent from Device:      1 
 Emails Forwarded from Device:      0 
 Emails Replied to from Device:      0 
 Notifications Sent to Device:      2 
 Emails Read on Device:      1 
 Emails Deleted on Device:      0 
 Number of Selected Folders:      7 
 Number of Unselected Folders:      15 
 Average Email Size:      308 bytes 
 Attachments Sent (from device):      0 
 Sent Attachment Distribution:  
 Avg Sent Attachment Size:      0 bytes 
 Attachments Received (on device):      0 

 Received Attachment Distribution:  
 Avg Received Attachment Size:      0 bytes 
 Appointments  New/Changed/Deleted:      15/0/0 
 Tasks New/Changed/Deleted:      0/0/0 
 Contacts New/Changed/Deleted:      9/0/0 

Note:  Not all statistics are supported on ActiveSync devices.   

 Not supported for any ActiveSync device: 

-Attachments Sent (from device) 
-Sent Attachment Distribution: 
-Avg Sent Attachment Size 

iPhone/ iPod touch/ iPad limitations: 

-Does not support Tasks New/Changed/Deleted  
-Does not distinguish email ‘forwards’ or ‘replies’ from ‘originations’ (Forwards and Replies 
are included with Emails Sent from Device and Emails Replied to from Device / Emails 
Forwarded from Device display 0) 
-Does not track Emails Deleted on Device (displays 0) 

webOS device limitations: 

-Does not distinguish email ‘replies’ from ‘originations’ (Replies are included with Emails Sent 
from Device and Emails Replied to from Device displays 0) 

Android with TouchDown device limitations: 

- Does not distinguish email ‘forwards’ or ‘replies’ from ‘originations’ if the SmartReplies and 
SmartForwards option has been disabled in the TouchDown settings.  (Forwards and Replies 
are included with Emails Sent from Device and Emails Replied to from Device / Emails 
Forwarded from Device display 0) 
    

 Pending Responses Monitor.  Checks for items that have been sent to the server by the device, but have 
timed out before the server processes them.  The administrator is alerted with an email when there is 
an item sitting in the table that the ResponseHandler has not attempted to process. 

Default Settings = Runs every 30 minutes, Looks-back 30 minutes 
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Sample Email: 

The following database message queues have encountered errors: 
 
Pending Responses: 1 message(s) have been in the message queue for longer than 30 minutes. 
(Check responsehandler.log for errors or the PendingResponses Table for delays) 
 
----------------------------------------------- 
CDKey: 0010910 
Sender: jdoe@notifycorp.com 
ResponseSAKey: 36 
Response Time: Oct 27 2014  1:34PM 
Original Message Sender: N/A 
Original Message Subject: N/A 
Original Message Time: N/A  

 

 Send Authorization Failures.  Detects authorization (login) failures for email and PIM.   Report notifies the 
administrator of any users that have been failing. 

Default Setting = Runs every 60 minutes 

Sample Email: 

DeviceSAKey:    139120 
GO!NotifyLink cannot access your pim account due to an authentication error.  This error is due to an incorrect 
user name or password.  Please contact your GO!NotifyLink administrator or access your GO!NotifyLink client 
web to correct the problem by accessing the Mailbox Properties tab=>Accounts button=>Email Account 
Information or contact GO!NotifyLink Support. 

 

 Send Timeout Errors.  Checks message queues for records that have timed out.  An email is sent to the 
administrator indicating which tables have expired messages.  Records that have timed out could 
indicate an SMTP problem. 

Default Setting = Runs every 10 minutes 

Sample Email: 

The following database message queues have encountered errors: 
 
PendingResponses:  2 message(s) have timed out 
(Check ResponseHandler.log for more information) 
CDKey: 174911 
ResponseSAKey: 170 
Sender: user@notify.net 
Subject: Training Schedule 
Original Message Time: Sep 07 2014  10:02AM  
Response Message Time: Sep 10 2014  11:28AM 
CDKey: 174911 
ResponseSAKey: 174 
Sender: N/A 
Subject:  N/A 
Original Message Time: N/A 
Response Message Time: Sep 10 2014  11:28AM 

 

 SQL Server Reports.  This job sends the SQL Server Log to the administrator.  The Log Cycling job, 
specific to Microsoft SQL Server, should be running in order for this GO!NotifyLink job to operate.  
SQL Server 2005 Express users that desire this feature would need to set up a scheduled task to 
perform the operation, forcing the SQL Server to start a new log once a month. 

Default Setting = Runs every day 
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Custom Monitoring Jobs 

Custom Jobs are optional and are disabled by default.  If you wish to run one of these jobs, select it from the 
list and click the Enable button. 

 Device Battery Alert – Provides a warning to the user if their device’s battery falls below a specified level.  
If the battery level falls below N%, the user receives an email indicating the device’s current battery 
level. 

Default Setting = Runs every 120 minutes; Warning email sent out if battery charge falls below the 
Battery Alert Level of 35% 

Sample Email: 

Battery Level Alert: Your mobile device battery is presently at 34%.  To ensure continued service, please charge 
your battery as soon as possible.  

 

 Device Memory Alert - Monitors each user’s device memory level.  If available memory falls below the 
specified level, the user receives an email indicating the device’s current memory level.  

Default Setting = Runs every 120 minutes; Warning email sent out if available memory falls below 
the Memory Alert Level of 1000 KB 

Sample Email: 

Low Memory Alert: Your mobile device free memory is presently at 5000 bytes of free space available. 

While your device may be functioning properly at this time, there are options available to free memory on your 
device:   
a. Remove unnecessary applications. 
b. Enable the Clean Up options that are available through GO!NotifyLink.  To do this, simply go into your Inbox, 
click the wheel, select “Cleanup Options.”  Next, set the clean up frequency.   
c. Repeat this process for your Sent Items Folder, and Trash Folder. 

Ensuring that the cleanup jobs are set is a good way to clear old messages from your device.  This step will also 
make sure that you have enough free memory available. 

 

 Device Sync Alert – Monitors each user’s last synchronization time.  If a user’s device has not 
synchronized in the last 4 days, the user receives an email indicating the last time the mobile device 
synchronized with the GO!NotifyLink Enterprise Server. 

Default Setting = Runs every 8 hours; Checks to see if there are any users who have not 
synchronized in the past 4 days 

Sample Email: 

Device Synchronization Alert:  Your mobile device has not synchronized with the GO!NotifyLink server since Sep 
10 2014  4:35AM. 
You may also find your resolution by searching the knowledgebase at http://kb.notify.net  

 

 Gleaner Error Check.  Checks the GleanerStatus table for users with error code 1 or 10820. 

GO!NotifyLink message gleaning process first gets the size of the message and then 

attempts to retrieve the actual message based on that size. This error will occur if 
GroupWise v6.5.3 or v7.0 does not return the size correctly, resulting in the message not being sent 
to the device successfully. 

It is recommended that you enable this job if you are running GroupWise version 6.5.3 or GroupWise 
version 7.0. Upgrading the GroupWise system to v6.5.4 or v7.0.3 HP2 will resolve the issue, at which 
time the monitoring job can be disabled. 

Default Setting = Runs every 60 minutes. 

http://kb.notify.net/
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Sample Email: 

The following users have encountered a folder access error (error code 1) or a possible GroupWise Memory 
Allocation Error (error code 10820) while processing mail:  

ClientDeviceSAKey:  Username: 
 462499     gkelly@company.com 
 468604    cgrant@company.com 
 507727     jdean@company.com  

 

 Mail Server Processing Check - Checks Gleaner Status to see if all users have failed to glean during a 
specified period.  The purpose of this job is to verify that the mail server is working properly.  If all 
users have failed to glean, the administrator receives an email indicating that a potential issue may be 
present with the mail server.  It is recommended that you enable this job. 

Default Setting = Runs every 5 minutes; Checks to see if all users have failed to glean during the 
past 5 minutes. 

Sample Email: 

The following Mail Server(s) may be experiencing problems.  
Users on the Mail Servers(s) listed below have been unable to check Email for the past 5 minutes.  

(Please confirm that the server(s) listed are running normally and that there are no connection issues between 
the GO!NotifyLink Server and the Mail Server.) 

 Host Name:    192.168.1.106 

 

 PIM Server Processing Check - Checks PIM Status to see if all users have failed to sync PIM during a 
specified period. The purpose of this job is to verify that the PIM server is working properly.  If all 
users have failed to sync PIM, the administrator receives an email indicating that a potential issue 
may be present with the PIM server.  It is recommended that you enable this job. 

Default Setting = Runs every 5 minutes; Checks to see is all users have failed to sync PIM during 
the past 5 minutes 

Sample Email: 

The following PIM Server(s) may be experiencing problems.   
Users on the PIM Servers(s) listed below have been unable to check PIM for the past 5 minutes. 

(Please confirm that the server(s) listed are running normally and that there are no connection issues between 
the GO!NotifyLink Server and the PIM Server.) 

 Host Name:    192.168.1.106/exchange 

 Host Name:    192.168.1.89 

 

 Remove Unregistered Users – Deletes users whose accounts have been added to GO!NLES, but who did 
not register a device.  On systems with many users, this job serves as a convenient way to maintain 
license seats for actively registered users only and free up license seats that are not being used. 

Default Setting = Runs once a day; Deletes users who have been added to GO!NLES, but have not 
registered a device for 30 days 

Special Instructions:  To use this job, the mp_WinHttpRequest stored procedure needs Ole 
Automation Procedures permission enabled. 

To enable permissions for SQL 2005/2008 systems 
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At a query window in SQL Server Management Studio, execute the following SQL statements: 

sp_configure ‘show advance options’, 1; 
GO 
RECONFIGURE; 
GO 
sp_configure ‘Ole Automation Procedures’, 1; 
GO 
RECONFIGURE; 
GO 
END 

To enable permissions for SQL 2000 systems (for upgrades to GO!NLES 4.7 only) 

Requires user to have either sysadmin rights OR exec rights on 3 sp_oa* functions.  Choose one of 
the methods below and run the query.   

Method 1:  tSQL script for adding user to sysadmin. Execute the following statement at a query 
window in Query Analyzer:   
sp_addsrvrolemember ‘<SQL user that owns the NLES_IMAP4_POP3 database>’, ‘sysadmin’ 

Method 2:  To grant exec rights for sp_OA* methods, the user must have a user in the master table.  
To create a user in the master table, open Enterprise Manager and connect to the server running the 
NLES_IMAP4_POP3 database.  Expand the server, expand Security, and click on Logins.  Right 
click on the GO!NotifyLink database user and select Properties. 

Select the Database Access tab and then check mark to permit 'master' database for the user. Click 
OK.  Execute the following tSQL statements at a query window with the GO!NotifyLink database 
user inserted for the [username]. 

use [master] 
GO 
GRANT EXECUTE ON [sp_OACreate] TO [username] 
GO 
GRANT EXECUTE ON [sp_OADestroy] TO [username] 
GO 
GRANT EXECUTE ON [sp_OAMethod] TO [username] 
GO 
END 

Sample Email: 

The following user(s) have failed to register a device for 32 days and have been removed from the GO!NotifyLink 
server: 

nhazel@notifycorp.com 
rchestnut@notifycorp.com 
talmond@notifycorp.com 

 

 User Login Failures – Checks to see if any users have had a failed login during the specified period of 
time.  The administrator receives an email listing any users who have experienced a failed login 
during this period. 

Default Settings = Runs every 24 hours; Checks for login failures during the past 72 hours 

Sample Email: 

User Login Failures:  The following users have had at least one unsuccessful login attempt within the past 24 
hours.  
ClientDeviceSAKey:  Username: 
179501    ljames@notifycorp.com 
179224    jcable@notifycorp.com 


